INTRODUCTION
The regional COMPACT Symposium was held on the 20th February 2020 at the Universidade
Católica Portuguesa, in Lisbon, Portugal, organized in partnership with the Research Centre
for Communication and Culture (CECC). The event was dedicated to the topics “Social
Media, Fake News and Cybersecurity”.
The Symposium was attended by more than 150 people, including students, faculty
members, representatives of government institutions based in Lisbon, representatives of
NGOs and media companies.

AGENDA
10h00-11h15: Opening Lecture - Defining and Combating Market Failure in the
Algorithmic Marketplace of Ideas
Philip M. Napoli, Sanford School of Public Policy
Chair: Nelson Ribeiro, Universidade Católica Portuguesa
11h15-11h35: Coffee break
11h35 - 12h50: Roundtable I - Fake News and Journalism
Chair: Catarina Duff Burnay, Universidade Católica Portuguesa
Gustavo Sampaio, Deputy-director, Polígrafo (fact-checking platform)
Jéssica Roberts, Researcher, Universidade Católica Portuguesa
Nuno Conde, IMPRESA, Chief Legal Officer
Isabel Nery, Vice-President, Sindicato dos Jornalistas - Portuguese Journalists’ Union
Tanja Pavleska, COMPACT, Jozef Stefan Institute, Slovenia
14h00-15h15: Roundtable II - Regulation and Social Media
Chair: Cátia Ferreira, Universidade Católica Portuguesa
Bissera Zankova, COMPACT, "Media 21" Foundation, Bulgaria
Eulália Pereira, Department of Media Analysis, ERC – Portuguese Media Regulatory Body
Gergely Gosztonyi, COMPACT, Eötvös Loránd University, Faculty of Law, Hungry
Jorge Pereira da Silva, Dean, Faculty of Law, Universidade Católica Portuguesa
Andrej Skolkay, COMPACT, School of Communication and Media, Slovakia

15h15-15h35 – Coffee break
15h35-17h00: Roundtable III – Cybersecurity in Everyday Life: citizens, families and
organizations
Chair: Carla Ganito, Universidade Católica Portuguesa
Cristina Ponte, Researcher, EU Kids Online
Maria Helena Monteiro, President, APDSI – Association for the Promotion and Development
of the Information Society
Paulo Teixeira, Member of RAN - Radicalization Awareness Network
Pedro Mendonça, Centro Nacional de Cibersegurança – National Center for Cybersecurity
Vítor Ventura – Security Researcher, Cisco Talos, Cisco
17:15-18:00 – Closing Lecture: The Future of Tech-Driven Society: How Artificial
Intelligence and Immersive technologies are changing the world as we know it!
Lukasz Porwol, COMPACT, National University of Ireland, Galway
Chair: Peter Hanenberg, Universidade Católica Portuguesa

MAIN DISCUSSIONS
Opening Lecture - Defining and Combating Market Failure in the Algorithmic Marketplace
of Ideas
Philip M. Napoli, Sanford School of Public Policy
During the Opening Lecture Philip Napoli presented findings of his research focused on the
challenges posed to the regulation of social media companies. One of his most provoking
ideas is that social media platforms are usual presented as tech companies and not as
conventional media organizations which is an idea that should be questioned and not taken
for granted. While the media have a fundamental obligation to serve the public interest,
this obligation seems not to apply to social media, because they are perceived as tech
enterprises and not content producers, even though they have become the major sources
for news worldwide.
Napoli explained how and why social media platforms have become central to news
consumption and distribution and discussed the implications of the new media system in
which coders and engineers drive out journalists and editors as the gatekeepers who
determine media content. He argued that a social media–driven news ecosystem
represents a case of market failure in what he called the algorithmic marketplace of ideas.
This market failure has led to the collapse of media companies and to citizens having less
access to information that is curated by professionals who feel a real commitment to inform
the public. Instead these are being replaced by news professionals who are mostly
commitment to improving the profitability of the social media companies. Thus, he
advocates that regulation of social media should take into account that these are not only

tech companies but instead businesses that do perform functions attributed to media
organizations and therefore should be regulated accordingly.

Roundtable I - Fake News and Journalism
This roundtable discusses new challenges being faced by journalism that is struggling with
economic viability of its business models but also having to deal with the need to make
society understand the relevance of independent media that produces news according to
high ethical and deontological standards.
To discuss these challenges along with the proliferation of fake news, a panel was
assembled with the following participants: Gustavo Sampaio, Deputy-director, Polígrafo
(fact-checking platform); Jessica Roberts, Researcher, Portuguese Catholic University; Nuno
Conde, IMPRESA (private media group), Chief Legal Officer; Isabel Nery, Vice-President,
Portuguese Journalists’ Union and Tanja Pavleska, COMPACT, Jozef Stefan Institute,
Slovenia. Given the different backgrounds of the guests - academic research, media
management, journalism - some important themes were discussed, followed by a
systematization:
Jessica Roberts pointed out that around 60% of information is consumed through digital
social networks. These do not have journalistic screening, so they enhance misinformation
and end up acting as a polluting industry. While there may be commercial objectives in their
creation, in many cases these are fuelled by political objectives. It was through politics that
the concept of “fake news” became popular, when Donald Trump, at the beginning of 2017,
redefined it as news he didn’t like, using the concept as a weapon against journalists and
professional journalism. Since then, the term has been used without criteria, sometimes to
characterize false information at its genesis, sometimes to characterize manipulated
information, leading to misunderstandings and enhancing an uninformed and
inconsequential public debate. The fact-checking Snopes platform, created in 1994 still in

the early days of the Internet, opted for the concept of “junk news”, showing that one of
the dangers is exactly the time that these news pieces occupy the public space, diverting
attention from the facts and diminishing the wealth of debates.
Gustavo Sampaio presented the first Portuguese fact-checking newspaper is Polígrafo and
its main objective is to ascertain the truth in public space. Born at the end of 2018, founded
by professional journalists and with a small team, it has positioned itself as a relevant means
for the promotion of citizenship and, at the limit, for the exercise of democracy. Despite its
daily and autonomous work, it has established a partnership with the private television
channel SIC, giving rise to a weekly programme – SIC Polígrafo – where news is dismantled,
focusing on its protagonists and stories, and not the media or journalists. According to data
from the Reuters Institute Digital News Report 2019, although online news consumption is
growing, more than 80% of Portuguese choose television as the most reliable medium. This
brings challenges to media groups in order to offer accurate and credible information. These
challenges were commented upon by Nuno Conde who mentioned the unfair competition
between online media that have no commitment to ethical standards and traditional media
organizations that have to manage professional newsrooms that act according to the
journalism’s deontological codes and that have as their main mission to present reliable
information to the public.
One of the basic issues discussed was the importance of media literacy to minimize the
spread of false news and combat misinformation. Isabel Néry presented the Journalists
Union’s project that is taking place in partnership with the Ministry of Education and
CENJOR – Center for Training of Journalists. Launched as a pilot project in 2019, its main
objective is to allow secondary school teachers to have access to methodologies, resources
and tools that they can use in Media Literacy activities. This concern in Portugal is in line

with the European Union guidelines, giving as an example the Creative Europe 2021-2027
strategic plan, where actions are planned to “promote an environment of freedom,
diversity and pluralism in the media and support quality journalism and media literacy”.
The COMPACT project was also presented to the audience by Tanja Pavleska, namely its
objective of presenting extensive and in-depth analysis of how technology, social media and
convergence operate in a global scenario, identifying actions and limitations, becomes one
more instrument for sustained and generalized information on the communication and
social phenomena under analysis. In this way, the European Union brings together
researchers, academics and different stakeholders with a view to building a regulatory
framework that meets the new dynamics, promoting the construction of an ethically
responsible European space.

Roundtable II - Regulation and Social Media
The second roundtable of the Seminar counted with the contributions of five specialists
who shared their perspectives about the regulation of social media and was chaired by Cátia
Ferreira from Universidade Católica Portuguesa. The participants were Eulália Pereira,
representing the Department of Media Analysis of ERC – Portuguese Media Regulatory Body
(Portugal); Lukasz Porwol, COMPACT co-coordinator and researcher at Insight - Centre for
Data Analytics (Ireland); Bissera Zankova, COMPACT member and founder of "Media 21"
Foundation (Bulgaria); Gergely Gosztonyi, COMPACT member and professor at Eötvös
Loránd University, Faculty of Law, Budapest (Hungary); and Jorge Pereira da Silva, Dean of
the Faculty of Law, Universidade Católica Portuguesa (Portugal).
The session began with a short presentation of each participant, followed by a brief
contextualization of the discussion topic and an initial intervention by each participant.
The regulation of social media has become a topic more and more discussed by
governments and other political entities, but also by internet users. Social media regulation
varies according to the region of the world. In the case of EU, there are a set of rules that
determine how social media owners should police the content that is posted, for instance:
the need to delete extremist content within an hour; the General Data Protection
Regulation (GDPR) which regulated how companies store and use people's data, social
media included; and there is a new copyright directive which defines that platforms are
responsible to assure that copyright infringing content is not hosted on their sites and that
must be integrated into member states’ domestic law.

In order to set the foundations for a deeper discussion, all participants were invited to share
their perspectives about state of the art of social media regulations, evincing its strengths
and weaknesses.
Eulália Pereira shared the experiences of ERC, Portuguese Media Regulatory Body, focusing
on the need to have fast response times. When the first doubts and cases had reached ERC
for help and guidelines, the regulatory body did not have answers, nor international
guidelines to follow. Exposed to the absence of structured information about social media
regulation, ERC has outlined its own guidelines. Eulália underlined that when the EU
presents the disinformation policy this was very helpful for ERC to better deal with this issue
and with the several support requests they have been receiving.
Lukasz Porwol shared the main conclusions that have been reached during the development
of COMPACT in what regulation is concerned. He stated that there is no effective regulation,
but there are laws, despite those tending not to be shared among countries, even not the
member states of EU. There is an open debate, since no one seems really to want to regulate
social media. So, there is the need for very robust frameworks to deal with the growing
relevance of social media.
Bissera Zankova centred her intervention around the 'over regulation' of social media and
its relationship with freedom, in particular freedom of speech. She considers regulation as
bodies and procedures and that there are two main frameworks that have been considered.
On the one hand, the one of newspapers and legacy media; and, on the other hand, that of
technology and digital media. This is not considered to be enough. Human rights should be
taken into consideration in the frameworks developed to regulate social media activities.

And one should not forget that there are a lot of questions that need to be answered before
further regulating social media.
Gergely Gosztonyi entitled his intervention as 'how not to regulate social media'. The
proposal was not to assert the relevance of deregulation, but to highlight the fact that social
media regulation is not only a legal issue, it is also a social, technical, and organizational
one. This means that this is a very complex question that needs to be tackled taking into
consideration all of these dimensions. In order to frame the proposal, the main EU
regulatory policies concerning cyberspace in general and social media in particular were
briefly presented.
Jorge Pereira da Silva, conversely, underlined the need for regulation. Laws have been
created, but he considers that it is important to keep them updated and to better define
three sets of rules. First, antitrust rules. Second, data protection and consumer law. And,
third, illegal and harmful activities. Considerations about how these sets of rules might be
defined were presented, having as starting point what is already known and regulated.
These initial positions made clear that this is a very complex topic, which addresses different
types of issues, concerning different areas of society. In order to foster the continuation of
the debate the participants were invited to present their perspectives about the future of
social media regulation, its main opportunities and threats.
It is a shared opinion that there is the need for a regulatory body that should not be
centered on the platforms, since this might not really account for future technological
developments. Additionally, it is considered important to offer users the possibility of
having paid services that assure users' data protection, in spite of a better transparency and
customer protection being needed in general. Among the main threats are the growing of

a more and more undemocratic approach to social media and the fact that over-control
may lead to a control of freedom of expression and, eventually, to the risk of 'killing' the
internet, its original principles.
The last part of the session was devoted to an open Q&A. Two main topics were addressed
in the questions posed by the audience: free speech and its limits, and the challenges posed
either by under- or over-regulation.

Roundtable III – Cybersecurity in Everyday Life: citizens, families and organizations
The roundtable started with the presentation of some background information, the most
important of which is summarized below:
§

While Companies See Cyber as Top Priority, Confidence in Cyber Resilience Is
Declining. Cyber risk became even more firmly entrenched as an organizational
priority in the past two years. Yet at the same time, organizations’ confidence in
their ability to manage the risk declined.79% of respondents ranked cyber risk as a
top five concern for their organization, up from 62% in 2017. Firms’ confidence
declined in each of three critical areas of cyber resilience. Those saying they had “no
confidence” increased:

§

According to Gartner’s 2020 predictions, deep fake technology used against
businesses and in misinformation campaigns are predicted to ramp up in 2020. The
problem is forecast to become so pervasive that, “By 2023, up to 30 percent of world
news and video content will be authenticated as real by blockchain, countering deep
fake technology,”

§

By 2024, AI identification of emotions will influence more than half of the online
advertisements you see. With the increasing popularity of sensors that track
biometrics and the evolution of artificial emotional intelligence, businesses will be
able to detect consumer emotions and use this knowledge to increase sales. Along
with environmental and behavior indicators, biometrics enable a deeper level of
hyperpersonalization. Brands should be transparent and educate consumers about
how their data is being collected and used.

Taking into account the data presented above, some questions were presented to the
panel:
How can we protect ourselves, and what do we need to learn?
How can we promote media literacy and online safety for new media across generations?
Should we be focusing on cyber-risk prevention or resilience? In addition, what are the
drivers for building that resilience? What does that mean for individuals, families and
organizations?
Focusing on smartphones what specific challenges, do these devices play? Have we been
neglecting mobile attack vectors?
What are the challenges that the new frontiers of digital technology, namely IoT, Artificial
Intelligence, biometrics bring to our everyday life?
Cristina Ponte shared the results for Portugal of the EU Kids Online survey 2020– children
aged 9-16: In 2010, parents’ main concerns were related to stranger danger; inappropriate
or sexual contents; Today, the level of attention is to privacy issues and data protection.
We also witness changes in the digital ecology, social pressure for continuous presentation
of the self that stem from the business model of the platforms based on the need to
continuously be providing information.
Many parents are faced with the question: “What is “good parenting nowadays?”. Cristina
Ponte showcased the book Digital Parenting. The Challenge for families in the digital age. In
Portugal the standard “the confident, caring and communicative family is still dominant”
[Portuguese families].

Cristina Ponte also shared some results regarding parental mediation in Europe:
1) Safety continuous being a concern: In most of the European countries, parents are
less likely to encourage their children to learn and explore new things on the internet
(Ave = 58%) than suggesting ways to use the internet safely (Ave = 69%).
2) Sharenting – a combination of the words sharing and parenting – is used to describe
parents sharing personal information about their child online. This could be words,
pictures and/or videos, and the sharing can be consensual and informed (parents
asking their children if it is okay to post something or informing them about the
posting) or it can be without the child knowing what has been shared. For babies
and toddlers, the latter will always be the case, but older children have the capacity
to understand and make their own judgement. In this EU Kids Online 2020 report
we aim to grasp the prevalence of this phenomenon, and importantly, how children
perceive sharenting by their parents. These questions were asked only of older
children, so we present only findings from children aged 12–16.
My parent/care giver published information (such as text, pictures or movies) about me on
the internet without asking first if I was okay with it.
I asked my parent/care giver to remove things they had published on the internet.

3) Between 8% (Lithuania and Slovakia) and 36% (Norway) of the children report that
their parents or care givers published information online without asking them first
if it was okay for them to do so (Ave = 20%). Portugal: 29%.
Finally, Cristina Ponte presented the results for Portugal:
Gender differences matter in the way Portuguese children deal with online risky situations,
parental mediation and incorporate new generations of smart technology (IoT) in daily life.
Engaging in online activities, girls (27%) report more bothering online experiences than boys
(18%). Facing these situations, girls request more support from peers and adults they trust
(parents, teachers) than boys, who use more proactive and isolated answers. From the 33%
of children that reported having seen sexual content, almost half of the boys felt happy
about it, compared to 7% of the girls. Gender differences are also visible in the way children
report family practices and supervision around online experiences.
A cluster analysis based on frequency of those practices reveals that absence of family
communication and mutual support are mainly reported by boys, while parental support
and regulation are more often reported by girls. Self- perception of competence (where
boys see themselves more competent than girls) does not translate into patterns of familial
assistance (it is usually girls who help out grown-ups).
From an organizational point of view, Pedro Xavier Mendonça said that “it is necessary to
strengthen the human factor at three different levels: user, developer, and decision maker”.
He identified an asymmetry of skills as the main problem:
“Growing asymmetry between the know-how needed to commit a cybercrime or launch a
cyberattack, and the skills needed to defend against it. The crime-as-a-service model has
lowered the barriers of entry to the cybercriminal market: individuals without the technical

knowledge to build them can now rent botnets, exploit kits or ransomware packages.”
(European Court of Auditors, 2019).
The same challenge was identified by Vitor Ventura that talked about the availability of
“crime as a service”, especially regarding the everyday life of citizens. He referred how many
domestic violence victims are controlled by spyware on their mobile phones and how the
same software used by police forces is available to everyone.
Pedro Xavier identified a Portuguese vulnerability as Portuguese lag behind Europe in what
concerns security measures:

Institutions such as APDSI [https://apdsi.pt/] and RAN [https://ec.europa.eu/homeaffairs/what-we-do/networks/radicalisation_awareness_network_en] offer a wide set of
initiatives to promote a greater awareness towards cybersecurity risks and measures. The

National Centre for Cybersecurity [https://www.cncs.gov.pt/en/] also offers several
training courses.

Closing Lecture: The Future of Tech-Driven Society: How Artificial Intelligence and
Immersive technologies are changing the world as we know it!
The closing talk was delivered by Lukasz Porwol, from National University of Ireland,
Galway, and leader of COMPACT who focused on how artificial intelligence is about to
change our daily lives and societies. He illustrated the changes ahead with examples
regarding the labour market in which many white-collar jobs and functions will be
performed by AI. One of the questions he offered for debate was: what kind of society will
emerge when humans start interacting on a daily basis with machines that are capable of
learning quicker than them?
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