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Executive summary
The Report on future policies and regulatory frameworks for social media and content convergence: information
disorder, human rights and regulatory implications (D2.3) gives a comprehensive insight into the functioning of
the regulatory and governance initiatives addressing the human rights concerns related to information disorder
in social media. Moreover, it provides better understanding of the regulatory and governance implications of
such efforts, including their potential impact on policy definition, incentives employed, State’s involvement,
building societal trust, etc. In addition to the contents planned with the project Grant Agreement and due to the
situation with the world COVID-19 pandemic, this particular context and its implications on the topics discussed
here is also addressed in the report.
One of the contributions of the project is a tool for assessing existing governance frameworks on the basis of an
agreed set of requirements and with reference to existing standards, which was originally designed for the
purpose of the research carried out in the preparation of this report. The analysis was done in two phases: the
first phase represented piloting of the initial methodology and was implemented in 11 EU member states,
encompassing 71 initiatives. The initiatives of the following countries were included in the first phase: Belgium,
Bulgaria, Croatia, Denmark, Greece, Ireland, Latvia, Portugal, Slovakia, Slovenia and the UK. The second phase
implemented the final methodology (improved and fine-tuned with the insights from the first phase) in 13
additional EU countries: Austria, Hungary, Czech Republic, Romania, Cyprus, Italy, France, Poland, Germany,
Spain, Sweden, Estonia and Netherlands, which amounted to 75 processed initiatives.
The full set of 24 countries thus contains 146 processed initiatives. In that way, not only the wider geographical
EU area was covered and a diverse set of national contexts was accounted for, but also the most critical and
active actors in the area of information disorder governance were included in the datasets (like Germany, France
and the United Kingdom). The countries that are left out from the analysis are: Malta, Switzerland, Finland and
Luxembourg.
This study presents and summarizes the most important findings and categorizes them by specific
methodological criteria within the framework developed in WP2 (see D2.1). The structured summary of the key
findings is complemented by recommendations addressing both the analysis criteria and the adequate
stakeholders. The entire work is presented through the lens of the fundamental rights and the regulatory
implications of the analyzed issues. Important to note is that they are based on a dataset collected from the 24
EU Member States in the period of May-September 2018 (I phase) and June-December 2019 (II phase) and is the
exhaustive set of recommendations produced by WP2 within the COMPACT project.
The study analyzed a varied range of information governance initiatives covering different issues related to
information disorder. The results show that most of the initiatives currently active are of a national type,
indicating a serious lack of trans-border collaboration and impact. One important insight is that most of the
activities are being performed by non-governmental or civil society actors, while there is a lack of initiatives
involving the industry. In addition, digital rights advocacy and gender issues are largely underrepresented among
the stakeholders, to an extent that there is a complete lack of this aspect within the initiatives’ activities. Despite
the importance of multi-stakeholder approaches, the share of one-stakeholder initiatives is significantly high
and are the most representative of the governance models currently existing in the examined countries. The
lack of employing technology and the minimal technological and policy impact per se reveal an important space
for improvements and innovation. Moreover, the lack of networking platforms for dissemination and
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collaboration points to a clear direction to be taken for improving the efficiency and effectiveness of the
initiatives’ work.
Spread in a multi-stakeholder community, this report has two-fold contribution: on the one hand, it raises
awareness on the shared challenges and opportunities among the industry, users, policymakers and other
important stakeholders; on the other hand, it offers a concrete framework for analyzing the practices on
information disorder governance and the extent of employing the regulatory approaches in that context.

10

Introduction
The main objective of the COMPACT project is to increase awareness on the latest technological discoveries
among key stakeholders in the context of social media and content convergence, including scientific, political,
cultural, legal, economic and technical areas. The project is designed to stimulate debate on current and future
policies among the stakeholders (the public, industry, professional organizations, the scientific community, civil
society organizations, policymakers and regulators), create the space for collaboration and innovation, and
influence the development of policies and regulation in social media and content convergence.
The COMPACT project’s Work Package 2 (WP2) aims at analyzing national and broader regional policies and
regulatory frameworks, as well as judicial approaches on social media and content convergence, from the
perspective of information disorder.
The ‘Report on future policies and regulatory frameworks for social media and content convergence: information
disorder, human rights and regulatory implications’ is the third (and final) deliverable of WP2 (hereinafter the
D2.3 Report). The purpose, scope and structure of the report are explained below.

Purpose
Similarly as in D2.1, the D2.3 Report assesses the alignment of information disorder governance systems with
the initiatives at the EU level and provides a comparative analysis of the governance landscape in the context of
information disorder in 24 countries along two axes: 1) Their attention to selected fundamental rights affected
by information disorder (freedom of expression and information, equality and non-discrimination, children’s
rights, protection of personal information, intellectual property rights, freedom of assembly and association,1
and 2) Their regulatory implications in terms of transparency and accountability.2
This (D2.3) report takes into account technological, market and socio-economic aspects, with a specific attention
to public interests and contextual inter-dependencies and, in addition to D2.1, it accounts for the role of
information disorder in the EU crisis management and the impact of misinformation on public welfare in general.
Furthermore, it takes into account the results from the case-law study delivered by the second deliverable in
WP2, the ‘Report on national courts, social media and convergence’ (hereinafter the D2.2 Report). D2.2 offered
an overview of the relevant cases before domestic courts of the Member States and discussed their implications
on the selected fundamental rights and their impact on national laws and policies concerning social media and
content convergence. The findings of the D2.3 Report also form the basis for a catalogue of recommendations
to national and EU policymakers with respect to the identified challenges and trends in the policies and
regulatory frameworks in the media and content convergence landscape. The recommendations are catalogued
in this report and represent the final recommendations set that is an outcome of the COMPACT project.

1

For the purpose of this report we refer to the selected fundamental rights with significant relevance for social media and content
convergence as they are defined by the Charter of fundamental rights of the EU (OJ of European Communities, 2000/C 364/01).
2

For the purpose of this study we focus on transparency and accountability as fundamental principles of democracy, commonly quoted
as necessary for supporting legitimate decision making in the context of the Internet and in the context of international governance
(International Institute for Sustainable Development 2006).
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Scope
The research within WP2 is committed to policies, regulatory frameworks and other governance initiatives
addressing the fundamental human rights relevant for the context of social media and content convergence.
For the purpose of this report, the work of the COMPACT consortium focuses on social media in their role as one
of the dominant distributors of news (Newman et al. 2018, Adornato 2017, Pew Research Center 2016,
Richardson 2016) and content in general: to create information disorder at a global scale (Bradshaw & Howard,
2017). The analysis of the governance approaches therefore revolves around the initiatives concerned with
information disorder in social media and is performed from the perspective of fundamental rights and freedoms
in the EU member states, focusing on the instruments guaranteeing transparency and accountability of the
initiatives of concern.
To establish a common understanding and to enable harmonized application of the main concepts, throughout
the report, we briefly refer to the variations and principles of regulation and governance, their implications in
terms of transparency and accountability, as well as the terminology related to information disorder.3 We refer
to information disorder as a concept encompassing different forms of online information pollution, both false
and/or harmful, such as misinformation, disinformation and mal-information (Wardle & Derakhshan 2017, 5).
The term governance, on the other hand, implies a range of policies and frameworks at different levels: internal
policies of social media service providers, industry self-regulation, co-regulation and regulation at the state level,
as well as supranational governance systems. With this in mind, the report first builds its own methodology
relying on standardized practices and enables the major output of this work. Hence, the D2.3 contributions are:
-

A taxonomy of information disorder governance, which serves as generic reference framework for
design and planning of initiatives/organizations/projects combating information disorder;

-

A tool for assessing information disorder governance initiatives and a general method for designing
assessment methodologies for evaluation and self-evaluation of governance initiatives. This tool is based
on a common conceptual framework for information disorder;

-

Contextual (state-specific) and comparative (EU-based) analysis on the issues related to governance of
the social media and content convergence services;

-

An exhaustive set of findings and recommendations on future trends in the policies and regulatory
frameworks in media and content convergence.

Structure
The report is structured along the following lines:
First, it briefly defines the concepts of social media and convergence, regulation and governance. Then, it
analyses the impact of crisis, such as the ongoing COVID-19 pandemic, on the aspects of information disorder
analyzed in this work. In that sense, it also overviews European initiatives on fighting information disorder and
their work in light of the ongoing COVID-19 pandemic.

3

These were discussed in more detail in the D2.1 report.
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Then, a novel taxonomy of information disorder is defined that serves as a conceptual framework for this report.
It is the core of the updated methodology, together with the tool for mapping, benchmarking and assessing the
governance frameworks in the 24 countries of interest. The tool is based on an agreed set of requirements and
is supported by the standards and the recommendations for Best practices for self- and co-regulatory schemes
in view of the existing EU instruments.
The final part represents an Empirical analysis compiling and analyzing the Survey responses for the 146
initiatives identified and processed in all of the 24 countries. The results not only represent the state of play
across the 24 countries covered by this report, but they also indicate issues and areas where a solid plan for
future intervention can be crafted supported by evidence-based methodology.

Target audience of the report
The report is addressing a broad range of stakeholders from different institutional and industry sectors,
academia, civil society organizations and general public. The data obtained through the field-work and the
piloting of the methodology can also be made available upon request.
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Theoretical background
This chapter discusses the updated framework developed within WP2 and the major contribution of the work in
general. Several new concepts are added to the conceptual framework, and important extension is made to the
empirical framework developed in D2.1. The basic concepts related to the governance of social media and
content convergence services in the context of fundamental rights and regulatory implications related to
information disorder have already been defined in D2.1 and will not be discussed in detail here, but we will
briefly recall those that are central to the context.
Content convergence, which can be understood as a progressive merger of traditional broadcast and Internet
services (EC 2013a, 3), is occurring at different levels as part of the activities within the content value chain,4
ranging from content creation, aggregation and distribution to content consumption. It has brought about new
services, devices and distribution models, but also new technical and business relations at the level of networks,
services and markets (Nooren et al. 2014, 10). It has clearly become a reality in our daily lives and is
demonstrating an expanding range of implications (on media pluralism, cultural diversity, protection of human
rights), as well as possibilities of digital transformation, economic growth and business innovation in Europe.

Regulation, governance and regulatory implications
In general, regulation represents any government measure or intervention that seeks to impact the behavior of
individuals or groups. Hence, the traditional version of regulation contains – especially in the European
perspective – “the idea of control by a superior; it has a directive function” (Ogus, 1994). The main tool for
regulation from this narrow perspective is the law.
The Council of Europe Recommendation on a new notion of media (CM/Rec(2011)7) introduced the criteria for
determining whether a certain service complies with the (new) notion of media. It recognizes the changes in the
media ecosystem, but also stresses that the role of the media in democratic society albeit with additional tools
(interaction and engagement), has not changed. The Recommendation explicitly suggests a graduated and
differentiated approach to guarantee an appropriate level of protection and to provide a clear indication of
duties and responsibilities in line with the Council of Europe standards.
Statutory regulation
The traditional statutory regulation, known also as top down, state or public regulation is stipulated by primary
and secondary legislation, created, adopted and implemented within the power of a State. This form of
regulation is deterministic, static, and takes more time to change and adapt to new media realities and
challenges. The key difference between the various forms of regulation is the role of the State, being the highest
in classic, statutory regulation, and the lowest in self-regulation; the co-regulation lies in between with both
State and non-State component to regulation (Furnémont & Kerševan Smokvina 2017, 21).

4

The content value chain is a set of activities that a stakeholder operating in the media industry performs in order to deliver a
marketable product or service.
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Self-regulation
Self-regulation is created and implemented by non-State actors; it comes from and is pursued by the industry
itself, therefore it is less rigid then the statutory regulation and can be adjusted more quickly (ib.). There is a
long tradition of self-regulation in the media, especially in the press.
A new field of industry self-regulation has emerged, directly related to the Internet developments. This is based
on codes of practice that can be made on a corporate or industry level5 and can regulate issues like: respect for
privacy, public decency, protection of minors, accuracy or the application of filtering software. An important role
here is played by Internet service providers (ISPs) and their respective industry associations.
If self-regulation is structured by the State, but the State is not involved (e.g. in case the media self-regulatory
body and its decisions are acknowledged by the law) the term is regulated self-regulation (Hoffmann-Riem,
2001) or statutory self-regulation (Hulin, 2014). Statutory self-regulation is neither equal nor it necessarily leads
to co-regulation.
Co-regulation
Co-regulation implies a legal link between self-regulation of the industry and the national legislature allowing
for the possibility of State intervention in the event of its objectives not being met. In its most general form, coregulation implies that the State and the private regulators co-operate in joint institutions.
The distinctive feature of all regulations is that they were removed from traditional state bureaucracy and
emerged from the State’s insufficient ability to handle the details related to the Internet and online
communication.
Governance
The concept of governance is embedded as a descriptive term without a strict and widely accepted definition.
While some see the value of governance in its provision of “a central organizing framework” (Stoker, 1998),
others concentrate on its theoretical potential to provide a new perspective for the exploration of the changes
in public policy-making and regulation (Puppis, 2010). The concept of good governance is also used to point to
the efficient management of corporations and the effort to improve their competitiveness in the market.
In its broadest sense, governance has a double meaning. In its first meaning, the media governance is a broader
concept than policy or regulation which refers mostly to formal control (Karppinen & Moe 2012, 188). It also
encompasses less formal regimes, such as self-regulation or its legally backed variant co-regulation, with uninstitutionalized and unstructured demands and influences notwithstanding.
The conception of media governance in its second meaning, for example by Michalis (2007, 17), includes how
theoretical understandings shape policy discourse and how they are employed, endorsed and institutionalized
by political actors to legitimate or influence the definitions and framing of the policy problems (Figure 1). This is
also the understanding adopted in the current report.

5

And thus applying respectively to a company, governing the company's internal practices and processes, or applying to more
companies forming a self-regulatory platform and applying uniform practices.
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Figure 1: Governance as an integrated view on rules applying to media (Source: Puppis 2011)

Transparency and Accountability
A crucial element of governance is transparency, both in the selection of “governors” and in conducting its dayto-day work. Legitimacy and public trust in digital intermediaries depend on demonstrating that governance and
enforcement actions are in compliance with pre-specified principles, rules and conditions (MacKinnon et al.,
2014). The emphasis on transparency follows the principle that any regulatory action should be proposed, openly
and widely disputed and finally executed in public, with an openness that clearly expresses responsibilities for
decisions. At the same time transparency reduces distrust in those who are in charge. Transparency of laws,
policies, practices, decisions, rationales, and outcomes related to human rights online allow users to make
informed choices about their own actions and speech online.
Closely linked to transparency, another important element is accountability, a form of responsibility that cannot
be shared. According to MacKinnon et. al. (2014), intermediaries’ private rules and accompanying enforcement
processes, as well as government-supported efforts by companies to collectively self-regulate, should be
compatible with human rights norms.

Information disorder
For the purpose of this report, by the common term of information disorder three phenomena are included that
can be differentiated along the line of harm and falseness, as suggested by Wardle and Derakshan (2017, 5):
Misinformation is when false information is shared, but no harm is meant (e.g. in case of false connections or
misleading content (ib.));
Disinformation is when false information is knowingly shared to cause harm (e.g. in case of false context,
imposter content manipulated content or fabricated content (ib.));
Mal-information is when genuine information is shared to cause harm, often by moving information designed
to stay private into the public sphere (e.g. in case of leaks, harassment or hate speech (ib.), or by deliberately
misinterpreting it or neglecting its context to cause harm).
These forms of ill-content do not pose risk to only one vulnerable segment of the society, but they represent a
risk of harm for the society in general, putting at stake fundamental human rights values, and undermining the
public trust in the Internet (EBU 2018).

Fundamental human rights
The capacity of the Internet to allow people to exchange views, and to disseminate and access information,
coupled with its potential to increase accountability and transparency in public conduct and stimulate political
16

participation, have been emphasized as rationales for ensuring that freedom of expression applies online as well
as offline. Undoubtedly, the Internet constitutes a key instrument by which citizens exercise their right to
freedom of expression and its corollary, the right to information. Next to individual citizens, legacy media and
professional journalists are also active and exercise free speech on the Internet and social media. In addition,
political parties and politicians, advocacy groups, opinion leaders and the wider civil society seek to establish
their presence in this new marketplace of ideas. However, this role of the Internet goes hand in hand with its
ability to bolster capacities for creating and disseminating false, harmful or misleading content, leading to
information disorder on social media and interactive forums.

Relevant initiatives
On regulation, governance and regulatory implications
Regulation and self-regulation in Europe reflect the thinking of a corporate age in which cooperation between
industry and professional associations, rather than the State, is seen as a move away from “big government”. In
the social media regulation at the EU level, self-regulation is gaining significance (together with co-regulation).
The new Directive on audiovisual media services, adopted in November 2018, puts a stronger emphasis on selfand co-regulation with regard to online services, such as video-sharing platforms.
In the past, the EU did not encourage self-regulation and co-regulation in issues related to fundamental rights
or in situations where the rules must be applied in a uniform fashion. This is however changing with the
introduction of the EU Codes of Conduct (also foreseen in the reviewed AVMSD). The Code of conduct is often
referred to as “standards” or “guidelines”. The notion of code of conduct is harmonized at the European Union
level by the Unfair Commercial Practices Directive (UCPD, 2005/29/EC): according to its article 2f, the code of
conduct “means an agreement or set of rules not imposed by law, regulation or administrative provision of a
Member State which defines the behavior of traders who undertake to be bound by the code in relation to one
or more particular commercial practices or business sectors.”
Regulation is less successful when public policy objectives are not clear or consensus is difficult to build. Often
the codes of practice are little known and there is insufficient transparency and accountability in the process of
code production and application. Most national regulatory bodies do not monitor the implementation of the
codes of conduct (except where co-regulatory systems are in place) and rely instead on self-regulatory bodies,
few of which report to the regulator in cases of non-compliance (Furnémont & Kerševan Smokvina 2017, 14).
This is also confirmed in this report.
Commission consultations have shown that a wide range of co-regulatory and self-regulatory approaches have
been used within the Member States, particularly in areas such as advertising and protection of minors.
Furthermore, the Council of Europe has a longer tradition of promoting self-regulation and has adopted a
number of significant documents in this regard, for example: the Action plan for the promotion of freedom of
expression and information at the pan-European level within the framework of the information society, the
Impact of new communications technologies on human rights and democratic values, Rethinking the regulatory
framework for the media, the 2009 Resolution on a new notion of media, the 2013 Resolution on preserving the
essential role of media in the digital age, as well as Resolution on ethics of journalism.
In the EU schemes, there is a search for novel ways transgressing the national borders and promoting intergovernmental exchange of regulatory practices. The solution has so far been seen in the various forms of selfregulation, as well as a kind of European “multilevel” governance, joining the common efforts and interests of a
17

multi-stakeholder community. Many stakeholders opt for “self-organizing, inter-organizational networks” that
they call governance and which has nowadays become only an aspect of governance. The advancement of digital
technologies, in complete contrast to earlier technologies of communication, is accompanied by procedures and
patterns of behavior that have evolved among users of the Internet, more specifically, among the adopters of
the various types of social media. This very well fits the definition of a practical self-regulation. In this regard,
“Netiquette” was the first informal code of conduct that was not developed by industry representatives, but by
users who wanted to utilize the net for themselves in a civilized manner.
The development of the sector and its regulatory landscape is so dynamic, that there is non-clarity around the
nature of the co-regulatory/self-regulatory approaches taken, the areas within the media sector where they are
applied, their consistency with public interest objectives, their impact on fragmentation of the single market and
ultimately, their effectiveness in achieving the intended regulatory objectives.

On information disorder
The growing concerns regarding the information disorder, perceived by many as one of the major threats to
modern societies and democracies (e.g. EBU 2018, Ghosh & Scott 2018, Wardle & Derakshan 2017), together
with menaces posed by incitement to hatred, violence or terrorism, as well as the rise of populist and
authoritarian discourses on a global scale (Inglehart & Norris 2016), lead to a shift in the decades-long trend
towards deregulation of the media sphere (Wardle & Derakshan 2017). There are increasingly more initiatives,
both on national and transnational level, calling for greater responsibility of the social media providers, as well
as of the providers of other types of online services that play a role in the content distribution. In the beginning
of 2018 Germany enforced its law (NetzDG 2017), demanding from social media to quickly remove hate speech,
fake news and illegal material. More EU Members States announced similar enforcement measures (e.g. France,
Ireland), introduced government task forces tasked with combatting disinformation (e.g. the Czech Republic,
U.K.) or developed a complex set of approaches, including those imposing responsibility on the social media
providers, third-party debunking sites, alerts for the people sharing false information, and promotion of media
literacy (e.g. Italy). On the top of that, some major players in the advertising industry have cut their ad spending
in online platforms (Vranica 2018; van Romburgh 2018). The most notorious cases are Procter & Gamble and
Unilever, the two largest advertisers in the world, which have urged platforms such as Google, YouTube and
Facebook to take down ‘toxic’ (illegal and harmful) content after their ads appeared alongside objectionable
videos. They publicly issued an ultimatum for tech companies “to clean the ecosystem” or they would cut ad
spending, claiming they would no longer pay for digital ads or services if minimum levels of trust are not achieved
(Bruell 2017).
In the context of social media platforms and networks, the Commission addresses the various challenges around
fake news and online disinformation, as well as the spread of illegal content within its portfolio of activities
aimed at functioning of the Digital Single Market. In December 2016, at the EU Internet Forum, Internet
companies announced the creation of a shared 'Database of Hashes' to better detect potential terrorist content
on social media and prevent its reappearance on other platforms. Major platforms are increasingly developing
automatic tools for detection and removal of terrorist content online. In December 2017, the third Ministerial
meeting of the EU Internet Forum pushed for automatic detection of terrorist propaganda. In June 2017, the
European Council further called on the industry to develop new technology and tools to improve the automatic
detection and removal of content that incites terrorist acts, to be complemented by the relevant legislative
measures at EU level, if necessary. Following up on this call, the Commission set out guidelines and principles
for online platforms to increase the proactive prevention, detection and removal of illegal content online.
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At EU level, the general legal framework for illegal content removal has been the Electronic Commerce
Directive(ECD)6, which inter alia has harmonized the conditions under which certain online platforms can benefit
from the exception from liability for illegal content which they host across the Digital Single Market. The ECD is,
however, to be updated by the Digital Service Act, announced last year, which gained a lot of attention especially
as being inadequately crafted from the convergence aspect7. The Commission has pursued both legislative and
policy initiatives including co-regulation and encouraging self-regulation among the social platforms. In 2016 the
European Commission and four major social media platforms announced the adoption of a Code of Conduct on
countering illegal online hate speech. It included a series of commitments by Facebook, Twitter, YouTube and
Microsoft to combat the dissemination of such content in Europe. Recognizing the difference between illegal
and harmful content, they agreed on a self-regulatory Code of Practice to address the spread of online
disinformation and fake news. It is the first worldwide voluntary effort of the industry stakeholders to employ
self-regulatory standards to fight disinformation. The Code aims at achieving the objectives set out by
the Commission's Communication presented in April 2018 by setting a wide range of commitments, from
transparency in political advertising to the closure of fake accounts and demonetization of purveyors of
disinformation (EC, 2018).
In November 2017 the EC announced its next steps against fake news to be the setting up of a High-Level Expert
Group (HLEG) and the launching of public consultation by February 2019. The action of the Commission also
includes “assessment of measures already taken by platforms, news media companies and civil society
organizations to counter the spread of fake news online, as well as positions on the roles and responsibilities of
the relevant stakeholders” (Ibid.). However, it is important what methodological framework will be applied and
whether effectiveness and efficiency of the work of fact-checking sites and platforms will fall within the scope
of public evaluation or views of a more general nature will prevail.
Two initiatives that stand out with their methodological frameworks are First draft8 and EUvsDisinfo9. First Draft
is a nonprofit coalition with nine founding partners, whose aim is to provide practical and ethical guidance in
how to find, verify and publish content sourced from the social web. Since 2016, it is an international multistakeholder Partner Network, involving stakeholders from all sectors of the society. Both First Draft and
EUvsDisinfo pay great attention to educational activities and raising awareness. However, the former deals more
with ethical questions mainly related to journalistic practices, whereas the latter is more politics-oriented,
exposing disinformation cases influencing elections and political decisions. More concretely, it addresses
disinformation originating in pro-Kremlin media that are spread across the EU, the Eastern Partnership countries,
the Western Balkans and the EU’s Southern neighborhood. EUvsDisinfo also maintains a searchable, opensource repository with over 6,500 samples of facts and disproof around the topics of interest, which is a valuable
research resource and a collaborative tool at the same time.
The major challenge identified by the Commission is that it is difficult to define fake news and good journalistic
practices. Another point is that fake news does not usually represent illegal content and their dissemination
cannot be criminalized. If fake news is transformed into hate speech, then the situation is clear and a ban on
hate speech could be applied. However, the nature of fake news is more complex and its intermingling with
other types of content calls for a more in-depth analysis.
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E-Commerce Directive 2000/31/EC of 8 June 2000
https://euinternetpolicy.wordpress.com/2019/07/30/the-eu-digital-services-act-what-it-is-and-why-it-shouldnt-happen/
8 https://firstdraftnews.org/
9 https://euvsdisinfo.eu
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On fundamental human rights
The Internet has become increasingly relevant for democratic processes. Social media which emerged in an
online context mainly as a way to communicate and connect with family, friends and peers, has also gotten
prominence as a means for getting informed, sharing knowledge, and imparting opinions and ideas. In Europe,
the Internet and online social networks have gained ground as a source of national and European political news,
a Eurobarometer survey finds.10 Particularly as regards social networks, Europeans acknowledge their political
utility. Over half of Eurobarometer respondents consider that online social networks provide a channel to have
a say on political issues and constitute “a modern way to keep abreast of political affairs”.11 The role of the
Internet and social media as a platform for debate is particularly salient in non-democratic regimes where they
are perceived as providing an uncensored public space (Spaiser et al., 2017). Moreover, by increasing exposure
to information and knowledge of current affairs, the Internet and social media have been found to affect the
way people get involved in politics and participate in civic life. This is due to the fact that beyond intentional
information seeking, users get incidentally exposed through social media to news content that their contacts
share and which may have mobilizing effects (Tang & Lee, 2013). Indeed, several studies identify a link between
social media use and political participation (Shelley, 2015).
In Europe, the challenges raised by information disorder and its growing prevalence need to be addressed within
a context that is congruent with fundamental rights and freedoms. This is not only because national constitutions
and parliamentary acts protect fundamental rights; it is also because key normative frameworks for the
protection of human rights, including their protection online, have been enacted at European level. The
European Convention on Human Rights (ECHR) and the Charter of Fundamental Rights of the EU in particular,
have substantially enriched the arsenal of fundamental rights guarantees available. At the same time, their
judicial arms - the European Court of Human Rights (ECtHR) and the Court of Justice of the European Union
(CJEU) - have increasingly been targeted for the adjudication of online disputes, delivering authoritative
judgments on the protection of fundamental rights in the Internet era.
The Council of Europe has also persistently tackled harmful content from the perspective of balancing various
human rights and safeguarding freedom of expression. Through the adoption of non-legally binding instruments
– recommendations – the Council has elaborated the broader notion of “risk of harm”: A risk of harm may arise
from content and behavior online jeopardizing the wellbeing of children.12 Counteracting risks of harm on the
web goes hand in hand with the inculcation of a culture premised on human rights values and on the active
citizenship of young generations, but also presupposes responsible behavior by the Internet users, including
exercising their own rights while respecting the rights of others.
The freedom of speech online and the Internet freedom in general is not just threatened by state activities, but
it also faces the danger of the so-called “privatized governance” in the interest of corporate owners of the
Internet infrastructure and services to the detriment of users. This occurs when a few industrial actors become
so powerful that they are able to take over the regulatory process and define the rules.
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Clearly, the issue of evading fundamental rights and freedoms in the fight against information disorder online
cannot be separated from the real-world (socio-economic issues). Therefore, a holistic analysis of these
implications must be performed prior to any redefinition of the regulatory landscape.

The exacerbating effect of crisis
The spread of disinformation and misinformation around COVID-19 has potentially harmful consequences for
public health and effective crisis communication. On a broader level, coordinated disinformation campaigns can
feed distrust in the ability of democratic institutions to deliver effective responses to the current situation.
Criminal organizations, state and state-backed actors seek to exploit the public health crisis to advance
geopolitical interests.

Regulation, governance and regulatory implications
Self-regulatory measures on combating misinformation and information disorder are increasingly taking place,
although many EU Member States have reached for regulatory measures at national level. Facebook, Google,
LinkedIn, Microsoft, Reddit, Twitter and YouTube issued a statement saying they had joined forces to combat
“fraud and misinformation about the virus”. 13 Common approaches for limiting information disorder for all
platforms revolve around the following actions14:
-

Blocking and restricting parts of their content (e.g. hashtags, keywords, links, videos, maps, ads, apps,
etc.)
Rerouting to trustworthy sources (WHO, CDC, government official sites, etc.)
Fact-checking
Ads ban (except from official sources of information)
Digital literacy and raising awareness (including on aspects of health)
Dedicated funding resources (either for journalism, information verification and fact-checking or to
hospitals and business healthcare organizations).

Some platforms, like Reddit, are also facing criticism for not being proactive in the same vein as others15.
In addition to the platform changes and adjustment at the face of the pandemic, Facebook launched a
supervisory board, called the Facebook oversight board, to monitor its response to the exploitation of its
platform by extremist groups and influence campaigns.16 The board, consisting of 40 members (20 of which have
been announced) from various countries and sectors would make final decisions about posts that lead to
controversy about censorship, misinformation or free speech. Although the process of formation of this board
had been started prior to the COVID-19, its significance became even more pronounced when the effects of the
pandemic-related misinformation started to unveil.
There is a pronounced multi-stakeholder cooperation with the relevant government entities, hospitals, medical
providers and who want to get relevant information out to the public. For example, the Italian government
established a monitoring unit to combat the spread of fake news related to the COVID-19 on the web and
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https://about.fb.com/news/2020/03/coronavirus/#joint-statement
https://firstdraftnews.org/latest/how-social-media-platforms-are-responding-to-the-coronavirus-infodemic/
15 https://thehill.com/policy/technology/481956-reddit-enlists-users-to-combat-coronavirus-misinformation
16 https://www.thenational.ae/world/facebook-supervisory-board-pledges-independence-on-extremist-content-1.1015956
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on social networks, creating the Digital and big data platform table, which aims to be a meeting point between
the platforms online, the stakeholders and other Italian institutions regarding the use of big data for the purpose
of identifying any measures to combat contagion. The activity of the table is focused on the implementation of
initiatives aimed at contrasting online disinformation on medical-health and contagion issues.
These efforts, however, are not working in the same way in all contexts. For instance, in an extreme case of
Covid-19 interventionism in the case of the Chinese social media and messaging app WeChat, wide censoring of
coronavirus-related content, including critical and neutral information 17 . Such rules may limit “vital
communication related to disease information and prevention”. In Hungary, a new bill was voted for an
indefinite period – an amendment to the Criminal Code, which would make it punishable by a term of
imprisonment between one to five years to distribute false facts that obstruct the effectiveness of the
government’s response to the pandemic. Similar to this was the Bulgarian provision, which was withdrawn and
amended under the Presidential veto. “In view of the requirements under the International Covenant on Civil and
Political Rights (ICCPR) and the European Convention on Human Rights (ECHR), the amendment adopted by Art.
326, para. 1 of the Penal Code should be defined as being in non-compliance with human rights standards”,
president states. “The text "false information on the spread of contagious disease" is broadly and vaguely
worded. There is no specific criterion for classifying information as "incorrect". It is not taken into account that
the nature and features of the coronavirus and its spread are still under discussion. The expert and public
understanding of the COVID-19 pandemic is evolving dynamically, and what was once considered true may be
denied by research today or tomorrow.”
Additional decisions to limit the circulation of information and to monopolize communication raised grave
concerns in Romania as well, and throughout the Western Balkan countries.18
On the other hand, the events during COVID-19 pandemic have led governments to increase their
communication and reporting activities. To a certain extent this provided some balance to misinformation
online, as the public could hear more often from credible information sources. However, it did not prevent
misinformation coming from the top (leaders, politicians and public media).

Information disorder
It is interesting to note that, while platforms are investing a lot in the fight against information disorder, they
are often direct “accomplices” in its creation and proliferation19. At the outbreak of the pandemic, millions of
people have been turning to social media platforms for information, but also to stay connected with others
during the lockdowns. Twitter reported having about 12 million more daily users in the first three months of
2020 than in the last three of 201920. Facebook also reported an unprecedented increase in user activity.21
People become vulnerable and receptive to disinformation and fake news due to the contradictory and
oversaturated information, combined with a perceived lack of trustworthy news sources that reinforce some of
the users’ beliefs. Several institutions keep track of misinformation and fake news about COVID-19, publishing
regular updates debunking such claims. The World Health Organization (WHO) keeps track of false claims about
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COVID-19 on its website, which is regularly updated. It focuses on claims made about the nature of the virus and
potential cure and prevention measures22. The European External Action Service (EEAS) provides regular updates
on the current trends and insights into disinformation activities23. The spread of fake news and disinformation
is in many cases not considered a criminal offence. The spread of disinformation can originate from a variety of
actors, including politicians and state actors seeking to sow distrust and destabilize governments, cybercriminals
seeking for financial profit, people with malicious intentions, ordinary uninformed users, etc. A recent report
from the Computational Propaganda Project finds that as much as 1/3 of social media engagements with junk
news stories are with state-backed sources24. Even with the tremendous efforts of the social platforms to curb
information disorder, the number of new websites related to COVID-19 has soared during the pandemic. Violent
extremists and terrorists are also using the pandemic to spread their message, contributing to the increased
amount of hate-speech.25
In addition to the platforms and initiatives, EU institutions and initiatives have instantly jumped into the fight
against misinformation. Many webinar and online workshops have been organized in various fields (medicine,
telecommunications, Internet governance, etc.) to address the issues of misinformation and disinformation
around COVID-19 relevant for each of these fields. For e.g., COMPACT organized its first webinar on 5G and
misinformation, where the spread of disinformation on the correlation between 5G and COVID-19 discussed and
debunked26; First Draft organized a webinar session on ethical journalism in covering coronavirus online27; The
Digital, Culture, Media and Sport Sub-committee held a day-long session on the Online Harms and
Disinformation28; The Oxford Institute provides weekly briefings on COVID-19 misinformation29, EUvsDisinfo
reports regularly on the individual cases of disinformation related to the pandemic (EEAS SPECIAL REPORT
UPDATE, 2020).
Globally, the International Fact-Checking Network (IFCN) at the Poynter Institute, the #CoronaVirusFacts
/#DatosCoronaVirus Alliance unites more than 100 fact-checkers around the world in publishing, sharing and
translating facts surrounding the new coronavirus. The Alliance was launched in January when the spread of the
virus was restricted to China, but had already caused rampant misinformation globally.30 UNESCO also promotes
Open Education Resources (OERs), networks of fact-checkers, media and information literacy (MIL) resources to
counter the spread of disinformation and the use of digital technologies and artificial intelligence in response to
the crisis.31 Most of these efforts are sublimed into the two policy briefs containing insights into the spread of
COVID-19-related disinformation that is impeding access to trustworthy sources and reliable information.32
It is thus of no surprise that limiting the spread of disinformation causing information disorder is among the top
measures for battling the COVID-19 pandemic as well.33 The European Journalism Observatory regularly informs
on the journalistic practices of media coverage on the coronavirus across the Globe.34
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Fundamental human rights
Under the European Union framework, certain types of content that may cause harm to young people are
considered inappropriate to be distributed and accessed by them. On the one hand, this goal is individually
grounded on the need to protect the wellbeing of children and adolescents. On the other hand, it is also
nationally grounded on the requirement to account for the policies of the European states to protect vulnerable
groups in society, particularly youngsters. In this context, harmful content includes any content which a parent
would prefer their child not to access on the Internet. The main instrument for combating harmful content is
ensuring that practical means are in place to limit access by the vulnerable groups to such content.
Regulatory and non-regulatory responses to information disorder can also challenge and have negative effects
on the exercise of fundamental rights, if such responses are not carefully crafted. To illustrate, disinformation
strategies are often designed and implemented to chill free speech, but freedom of expression can similarly be
imperiled by steps taken to respond to disinformation, if these lead (by accident or purpose) to censorship. In a
similar vein, disinformation may negatively impact individuals’ right to private life, but measures meant to offset
or neutralize it could also raise concern from the perspective of the right to protection of personal data and
privacy. This will be the case, for instance, when measures adopted to identify online disinformation actors and
dissemination patterns, assess fact-checking and debunking strategies or promote the study of digital
disinformation through the provision of access to platforms’ data (as suggested by the HLG)35 are not conceived
in data protection- and privacy-compliant ways. Blocking of websites and Internet platforms and filtering of
content to prevent the (alleged) spread of disinformation may also interfere with the right to freedom of
peaceful assembly and association. 36 Similarly, acting to protect human welfare from the side of the
governments during crisis may also introduce measures that evade privacy and undermine trust.
Family life and child well-being have also been in the focus during the pandemic, not only from a health
perspective, but also from information disorder perspective, as the presence of kids online has grown
significantly during the pandemic. The potential consequences of families’ reliance on technology during the
COVID-19 crisis has been in the focus of the London School of Economics' professor Sonia Livingstone.37 Many
of the platforms have even launched dedicated applications specifically designed to help kids (and parents) move
through the crisis.
The Council of Europe stated that the crisis situation should not be used as a pretext for restricting the public's
access to information, neither should states introduce any restrictions on media freedom beyond the limitations
allowed by Article 10 of the European Convention on Human Rights 38 . However, cases like this have been
consistently reported in many countries, where evading many of the human rights has been backed by state
actors.39 For example, arbitrary arrests, surveillance, phone tapping and privacy breaches have increased as
some countries change policies and impose emergency laws in the combat against Covid-19.40
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Some recommendations on what measures should be taken both in line with health prevention and protecting
human rights have been outlined by the Human Rights Watch, which presented a case of negatively affected
rights by country and pointed to the consequences this has on various human rights.41 In addition, OSCE has also
been developing and regularly updating recommendations on what governments should do to promote and
protect access to and free flow of information during a pandemic.42
Addressing fundamental rights in the context of information disorder are at the core of the framework
developed in this report. The methodology and rationale for the choice of fundamental rights was presented in
the D2.1 report. It is important to note here that we acknowledge the existence of a wider set of fundamental
rights and freedoms than those elaborated here, which can be put under pressure by practices of information
disorder and the measures designed to fight it. Therefore, the list of fundamental rights adopted in our work
should be seen as an “open” list of “relevant” fundamental rights.

41
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Methodology
When establishing the analytical framework for this study, in order to facilitate the information gathering and
processing, the methodology was divided into two parts: Conceptual framework and Empirical framework. The
conceptual framework was developed as a generic tool that guided the empirical framework design. Therefore,
both frameworks required fine-tuning with the insights obtained from the piloting (first) phase. This process of
extension of the framework not only improves the initial methodology, but it also serves as a proof of concept
for its practicality and applicability.
The conceptual framework takes the Wardle-Derakhshan conceptual framework for information disorder
(Wardle & Derakhshan, 2017) as a starting point, and extends it with the insights from the Panteia study,
following the General Systems Theory design principles. Thus, a number of factors and sub-criteria are added
and adjusted for our purpose, each of which is described in details in the adequate sections during the data
analysis phase.
The Empirical framework represents a combined tool for governance mapping, benchmarking and evaluation
based on the conceptual framework, whose output is a set of policy recommendations grouped by stakeholder,
priority, impact and criteria. A detailed explanation of each of the criteria (the idea, structure and application)
of the tool that are part of the empirical framework is provided in the relevant sections of the data analysis. For
the purpose of information gathering and data analysis, the tool is translated into an online-supported Survey43
and accompanied with a detailed guidance for the respondents in order to ensure smooth collection of
comparable and statistically meaningful data. For each initiative, the information gathered was inserted into the
online survey, giving a set of information disorder governance initiatives for each of the analyzed countries.
Given the volume of work envisaged in the first deliverable of the WP2, the countries were divided in two groups:
the first one represented the countries of the consortium partners (11) and the second one encompassed
additional 13 EU countries. In that way, a more efficient and effective piloting of the methodology was ensured,
while sufficient time was allowed for data gathering, processing and elaboration of the overall dataset. Thus, in
the first phase the initial methodology was piloted in 71 initiatives from the following countries: Belgium,
Bulgaria, Croatia, Denmark, Greece, Ireland, Latvia, Portugal, Slovakia, Slovenia and UK. The second phase
implemented the final methodology (improved and fine-tuned with the insights from the first phase) in 13
additional EU countries: Austria, Hungary, Czech Republic, Romania, Cyprus, Italy, France, Poland, Germany,
Spain, Sweden, Estonia and Netherlands in 75 initiatives. The full set of 24 countries thus contains 146 processed
initiatives. In that way, not only the wider geographical EU area was covered and a diverse set of national
contexts was accounted for, but also the most critical and active actors in the area of information disorder
governance were included in the datasets (like Germany, France and the United Kingdom). The countries that
are left out from the analysis are: Malta, Switzerland, Finland and Luxembourg.
The next section introduces the extended conceptual framework of this work, upon which the empirical tool is
then designed.

Conceptual framework
43
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To establish a common ground with the initiatives detected or yet to be conceived in the context of information
disorder, but also to ensure a conceptual rigor, our work is based on a well-defined conceptual framework, the
Conceptual framework for information disorder of Wardle and Derakhshan (2017). This framework (henceforth
denoted as WDF) represents a qualitative sublimation of the types, phases and elements of information disorder
(as shown in Figure 2).

Figure 2. The original WDF conceptual framework for information disorder

The three types of information disorder (misinformation, disinformation and malinformation) were defined and
explained in the introductory section. The phases essentially follow the logical lifecycle of information: creation
refers to the steps towards ‘creating the information’; production encompasses the transformation of the
information into a media product, denoting its initial presence in the media; and distribution refers to the
spreading of information across various media through the convergence process and its proliferation into the
public sphere. The elements of information disorder are divided into: messages - being the information of
interest, e.g. the (potentially) fake news; agents - referring to the controllers of the information; and
interpreters, signifying the ‘audience’ or ‘the consumers’ of information. Their roles and functions are further
divided and analyzed into sub-processes.

Taxonomy of information disorder governance
In order to put WDF to use for our purpose, it is necessary to generalize it in a way that the new framework
integrates the WDF, but also provides an adequate account of the general governance system. Therefore, a
mapping is needed from WDF to a new and more general taxonomy of information governance. The general
taxonomy must not only account for the information lifecycle, but also for the lifecycle of the system where
information is residing.
The basis for the domain to which the WDF is to mapped is provided by the Panteia study (2014)44 for assessment
of the adequacy and effectiveness of self- and co-regulation in the context of AVMSD implementation.
Furthermore, to ensure a holistic account of the whole system lifecycle, the approach follows the principles of
general systems’ design (Bertalanffy, 1969). The result is a taxonomy of information disorder governance, which
will incorporate the criteria and sub-criteria for evaluation in the empirical analysis of this report.
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The Panteia study provides a framework for description analysis of the existing self- and co-regulatory structures
in the EU Member States, coordinated by the AVMS Directive, as well as analysis of the effectiveness of these
structures and their acceptance by the stakeholders. The framework is constructed upon two main criteria from
the Principles for Better Self- and Co-regulation: Conception and Implementation. In addition to these two
criteria, Enforcement is added to account for the compliance and potential sanctions.
In order to determine the interdependencies between the components in our conceptual framework, but also
to enable a holistic account of the organization of the information disorder governance in the EU, we rely on
general systems theory principles. Therefore, we extend the set of criteria offered by the Panteia study and
reorganize the overall framework to be consistent with the system design and analysis. As we are also interested
in all types of governance models, we add Statutory support as another criterion for assessment, with its own
sub-criteria. Finally, indicators for the regulatory implications (transparency and accountability) and the address
of fundamental human rights are also part of the overall framework.
The detailed taxonomy of each of the main criteria is presented in the next section, when the adequate empirical
analysis of the obtained data is also presented in detail. Figure 3 shows the general elements of the framework.
All of the relying frameworks (the WDF and the Panteia study) are integrated within the following main criteria
of the more general taxonomy of information disorder: 1) Contextual analysis; 2) Conception and
implementation; 3) Results and Evaluation; 4) Enforcement and complaint resolution; and 5) Statutory support.
The output of the analysis will be an exhaustive set of policy recommendations, elaborated by: criterion,
stakeholder, impact and priority.

Figure 3. Taxonomy of information disorder governance

For the Context analysis, we collect information on the type, scope and organization of the initiative, including
information on the stakeholders involved, the fundamental rights addressed and the regulatory implications
envisaged. The following criteria are part of the baseline for contextual analysis of the initiatives: Scope, Type of
information disorder addressed, Stakeholders, and Regulatory analysis. Where necessary, these are further
granulated into sub-criteria.
The Conception and the Implementation are joined into a single Conception and Implementation phase, in
which we assess the design and the performance characteristics of the governance model. The conception and
implementation part of the assessment tool represents an integrated criterion of the following sub-criteria:
Openness, Objectives, Monitoring and Evaluation, Financing scheme, Transparency safeguards, Challenges,
Conflict resolution, Employment of technical means.
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In the Results and Evaluation, the outcomes of the initiatives are identified, their awareness raising potential
and their significance in terms of various criteria, such as its reach and budget, as well as the stakeholders'
involvement and the audience engagement.
The Enforcement and Complaint Resolution is specifically addressing the initiatives from the regulatory, selfregulatory and co-regulatory domain. It examines the enforcement measures, approaches to complaints and
possibilities of redress. Some of the questions it aims to answer are: Can there be sanctions and if yes are they
enforced? Are they effective? How is the complaint resolution mechanism functioning? Is there a chance of
redress and remedy?
The Statutory support also addresses the initiatives from the regulatory, self-regulatory and co-regulatory
domain by examining the modalities of the support of the initiative provided by the state or public authorities.
Thus, it is concerned with whether there is any formal recognition of the self- or co-regulation bodies by the
state/public authorities required, if there are incentives for participation in the initiative, the types of
responsibility mechanisms that exist for maintaining the relation between the State and the initiatives, as well
as their transparency level.
One extra level of granularity for each of the criteria can be the existence of standards/regulation/code of
practice on that (sub)criteria, which would facilitate the establishment of backward compatibility of the current
effort by showing how it is connected to the previous similar effort or to the existing ones. This is useful both for
risk management and knowledge management, as it facilitates the take-over between staff in case of some
failure or unexpected turn of events. In addition, it facilitates communication between the various types of
stakeholders (insiders and outsiders) of the effort regarding the connection to existing efforts they may be
familiar with, enabling faster establishment of a common ground.
To summarize, the advantage of this more general taxonomy for information is that it provides insights into:
-

The connection between planned and existing implementation
The interdependence between the various parts of the organization
The priority value of each part and aspect of the organization’s work
The less- and non-addressed issues that require more in-depth analysis and decision management
The efficiency and effectiveness of the risk management and the potential weaknesses
The parts essential for knowledge management

The issues requiring immediate communication among and action by the stakeholders (internal and external to
the initiatives. In addition, it facilitates the communication among the stakeholders regardless of their
background, technical or non-technical).
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Empirical Framework
The convenience of the conceptual framework lies primarily in the fact that it joins the general issues of several
different contexts to construct common guidelines and recommendations for a variety of stakeholders. Putting
this framework into practice enables us to design a constructive feedback from practice to theory and show how
the two can benefit from each other. This kind of approach pushes the whole field a step further from having
only a conceptual framework and a step closer to designing a common Reference Model for Information Disorder
Governance systems.

A generic assessment tool
In order to establish an empirical framework for comparative analysis and facilitate information gathering, a
generic assessment tool for governance mapping, benchmarking and evaluation is designed. It is aimed at
evaluation of the consistency and performance of the information disorder governance schemes with EU-ones,
including the non-regulatory and the regulatory (self-, co-, state regulation) mechanisms, their alignment with
the public interest objectives from the perspective of addressing fundamental rights, and the regulatory
implications of their objectives and actions in terms of transparency and accountability. This constitutes the
basis of the Empirical framework and, in a sublimed and adapted manner, integrates the recommendations from
the Panteia study for assessment of the adequacy and effectiveness of all forms of governance, the general
systems design principles and the conceptual framework for information disorder.
The evaluation is carried out along the following criteria (shown in Figure 3), which further integrate more
granular clusters of indicators: 1) Contextual analysis; 2) Conception and implementation; 3) Results and
Evaluation; 4) Enforcement and complaint resolution; and 5) Statutory support. The output of the analysis will
be an exhaustive set of policy recommendations, elaborated by: criterion, stakeholder, impact and priority. Here,
we only briefly recall of the purpose and the objectives of each of the phases, whereas their concrete application
to the information disorder governance context can be found in the D2.1 report.
For the Context analysis, we collect information on the type, scope and organization of the initiative, including
information on the stakeholders involved, the fundamental rights addressed and the regulatory implications
envisaged. The following criteria are part of the baseline for contextual analysis of the initiatives: Scope, Type of
information disorder addressed, Stakeholders, and Regulatory analysis. Where necessary, these are further
granulized into sub-criteria.
In the Conception and Implementation phase, we assess the design and the performance characteristics of the
governance initiatives. The conception and implementation part of the assessment tool represents an integrated
criterion of the following sub-criteria: Openness, Objectives, Monitoring and Evaluation, Financing scheme,
Transparency safeguards, Challenges, Conflict resolution, Employment of technical means.
In the Results and Evaluation, the outcomes of the initiatives are identified, their awareness raising potential
and their significance in terms of various criteria, such as its reach and budget, as well as the stakeholders'
involvement and the audience engagement.
The Enforcement and Complaint Resolution phase is specifically addressing the initiatives from the regulatory,
self-regulatory and co-regulatory domain. It examines the enforcement measures, approaches to complaints
and possibilities of redress. Some of the questions it aims to answer are: Can there be sanctions and if yes are
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they enforced? Are they effective? How is the complaint resolution mechanism functioning? Is there a chance
of redress and remedy?
The Statutory support analysis also addresses the initiatives from the regulatory, self-regulatory and coregulatory domain by examining the modalities of the support of the initiative provided by the state or public
authorities. Thus, it is concerned with whether there is any formal recognition of the self- or co-regulation bodies
by the state/public authorities required, if there are incentives for participation in the initiative, the types of
responsibility mechanisms that exist for maintaining the relation between the State and the initiatives, as well
as their transparency level.

Data gathering
The data gathering for the overall dataset consisted of two phases. The first phase (March-September, 2018)
was essentially the piloting of the evaluation framework. For that purpose, data from information disorder
governance initiative was gathered from 11 countries: Slovenia, Slovakia, Bulgaria, Greece, Croatia, Ireland,
United Kingdom, Portugal, Denmark, Latvia and Belgium. In the 11 countries (represented by the COMPACT
consortium partners), 71 initiatives were analyzed and data on their operation and performance was gathered
for evaluation. The information for each of the initiatives was processed through the online Survey tool 45
(Questionnaire) prepared on the basis of the Conceptual framework. Data on the exact number of initiatives in
the separate countries can be found in the Appendix: List of the processed initiatives. The first phase contained
62 questions, whereas the second 45.
Table 1. General data for Phase I

Country
Slovenia
Slovakia
Bulgaria
Greece
Croatia
Ireland
UK
Portugal
Denmark
Latvia
Belgium
Total:

Partner
JSI
SCM
BASSCOM, M21
ELIAMEP
PSD
NUIG
Mediaframe
UCP
It forum
UL
DIGITAL SME

# initiatives
processed
8
9
6
10
6
4
5
6
5
6
6
71

After processing and analyzing the obtained datasets and results, a procedure of methodology fine-tuning took
place (February-April, 2019), during which the following factors were taken into account: further simplification
of the evaluation process, alignment of the performance indicators with the latest EU trends and EC action plans,
and “granularity” of the analysis for the indicators that appeared to be critical (according to the results) in the
first case, such as: employment of technological means, initiatives sustainability and governance plan, their

45

https://docs.google.com/forms/d/e/1FAIpQLScEl4OD4-wW4rRuGjupyS23j143WXi2yfkDcCN75XnB9hS89A/viewform
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material scope, the specific stakeholders types and the concrete mechanisms for ensuring transparency and
accountability. This resulted in an updated form of the Survey tool46.
The second phase of data gathering (June – December, 2019) was the implementation of the updated
methodology in 13 additional countries: Austria, Hungary, Czech Republic, Romania, Cyprus, Italy, France,
Poland, Germany, Spain, Sweden, Estonia and Netherlands, which amounted to 75 processed initiatives (See
Table 2 for a detailed overview).
Table 2. General data for Phase II

Country

Partner

Austria
Romania
Germany
Hungary
Czech Republic
Spain
Cyprus
Italy
Poland
France
Sweden
Estonia
Netherlands
Total:

JSI
JSI
JSI
JSI & SCM
SCM
UCP
ELIAMEP
PSD
NUIG
NUIG
It forum
UL
DIGITAL SME

# initiatives
processed
5
4
4
6
11
5
2
14
4
7
4
3
6
75

The full set of 24 countries thus contains 146 processed initiatives. In that way, not only the wider geographical
EU area was covered and a diverse set of national contexts was accounted for, but also the most critical and
active actors in the area of information disorder governance were included in the datasets (like Germany, France
and the United Kingdom).
Data on the exact initiatives by country is given in the Table of the Appendix: List of the processed initiatives.

46

https://docs.google.com/forms/d/e/1FAIpQLSffXL33l12mR9d5KsSAmoGj7klvc5CGHVIEjDwSrGnuRSWCLA/viewform
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Context assessment
Empirical analysis
Contextual information obtained through the questionnaire provides insights into the broader context of
implementation and functioning of the initiatives. It complements the analysis of the rest of the criteria, as it
helps to clarify the results in relation to the context of implementation and operation of the initiatives. This
information is sublimed to represent the state of the issues and affairs at EU-level. However, country-specific
data are also provided for the relevant issue where the analysis required it.
The contextual analysis is based on the following criteria are part of the baseline of the initiatives: Scope, Type
of information disorder, Stakeholders, and Regulatory analysis. Where necessary, these are further granulized
into sub-criteria, as shown in Figure 4.

Figure 4. Taxonomy of context analysis
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Each of the criteria and sub-criteria of the contextual analysis was described in details in the D2.1 report and
such elaborations are out of the scope of this report. The focus here will be on the analysis of the dataset from
each country and by each criterion, as well as the generation of an exhaustive set of policy recommendations.
This section presents the results from the analysis of the survey data for the countries’ contextual analysis of
information disorder governance initiatives.

Scope
Material
The initiatives processed through this tool cover broad scope of issues related (directly or indirectly) to
information disorder. The major areas addressed by their activities are: Internet governance, safe use of Internet
services and digital devices, maintaining professional standards in journalism, fact-checking and debunking
(detecting false statements by politicians, research and advocacy in the area of disinformation and foreign
hostile influence, etc.), digital rights, media and information literacy, issues related to hate speech and harmful
content in the public discourse, transparency in advertising in social media, detecting rogue websites for the
purpose of ad-placing, stimulate the adequacy of the market to the development needs of the Information and
Knowledge Society, promoting fundamental rights (especially freedom of expression and the right to nondiscrimination), providing forums for discussion on Information Society; media intelligence and critical thinking.
Prevention of hate speech

5% 11%
2%

Transparency in advertising
Fact-checking and debunking

25%
21%

Content verification
Digital/media literacy

21%

Raising awareness
15%

Other

Figure 5. Material scope of the initiatives

In the second phase, we narrowed this scope to get insights into the amount of activities devoted to each of the
aspects. As shown in Figure 5, raising awareness and digital/media literacy amount to 46% of the activities,
followed by fact-checking, debunking and content verification (36%). Dedicated efforts for prevention of hatespeech amount to 11%, and a small number of uncoordinated activities (2%) on transparency in advertising.
Territorial
Overall, the territorial scope of the initiatives (see Figure 6) is mainly of national character (69%), with a number
of initiatives acting internationally as well (12% global, 10% regional, 5% EU and 4% European). Such distribution
is somewhat expected for the general case; however, when delving into the separate country-cases, it can be
noted that most of the countries do not have initiatives that act EU-wide (only 5 do), but all have initiatives that
act globally. Although one could argue that global includes European as well, for this to hold certain
implementation practices must be in place, especially coordination-wise. However, as our study shows (see
Figure 15), there is a lack of coordinated efforts, resembled by a small number of initiatives that act as a
networking platforms for such efforts. In other words, while most of the initiatives are acting widely and
collaborating with global partners, their activities are isolated from those of the similar EU initiatives.
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Figure 6. Territorial scope of the initiatives

Stakeholders
In terms of the stakeholders’ type, the following taxonomy was used in the analysis: the stakeholders were
divided both according to the sector they belong to and in the subcategory they are part of. The sectors that
were analysed were: Industry, Institutional and Non-governmental. Each of them was divided into sub-types,
according to the organizations that exist in the given sector, as presented in Figure 7.

Figure 7. Stakeholder sub-types in a given sector
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Figure 8. Representation of the stakeholder type: a) Overall; b) by country

From Figure 8, it can observed that industry is the prevalent stakeholder, followed by institutional and nongovernmental. Moreover, all countries have at least one initiative whose activities involve. In contrast, Estonia
lacks institutional support of the initiatives, while Spain reports of no NGO in that regard. Countries where
institutional stakeholders are prevalent are: Slovakia, Ireland, UK, Denmark, Latvia, Czech Republic and Spain.
Countries where industry is prevalent are: Greece, Croatia, Portugal, Romania, Italy, France, Sweden,
Netherlands and Austria (being the leader in that regard). Poland and Germany have equal share of industrial
and non-governmental stakeholders. Finally, non-governmental stakeholders are prevalent in Slovenia, Bulgaria,
Belgium, Hungary and Estonia.

Audiovisual media services provider
ISPs and digital intermediaries

8%

Social media

20%

Video-sharing platforms

9%

Advertising companies
Audiovisual content producers
Public service media
Professional associations

8%

9%

3%
4%
3%

6%

Trade/industry/sector associations
Other

19%

11%

No industry stakeholder involved
Figure 9. Distribution of Industry stakeholders by sub-type

Interestingly, from the analyses by stakeholder sub-type (Figure 9), we found that, although almost all countries
have industry stakeholder active in the information disorder governance domain, most of the initiative have no
industry stakeholders involved in their activities. This implies that the distribution of industry stakeholders is
concentrated in a smaller portion of initiatives. The majority of the involved industry partners are professional
associations and public service media, and to a lesser extent digital intermediaries and audio-visual providers.
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In most of the initiatives, there is no institutional partner involved (see Figure 10). Similar to the distribution of
industry partners, these are concentrated to a small number of initiatives. The majority of the involved
institutional partners are some national public authorities, followed by Communications and media regulatory
authorities. National data protection authorities, Information commissioner and the human/children rights
ombudsmen are the least represented among the information disorder governance initiatives, speaking of an
insufficient institutional involvement from a fundamental human rights perspective.
Media regulatory authorities
Communications regulatory authorities
Converged regulatory authorities
National data protection authorities
Information Commissioner
Cybersecurity bodies
35%
Judiciary
Police
Human rights ombudsman
Child rights ombudsman
Other national public authorities
EU regulatory authorities
Other international bodies
9%
Other
No institutional stakeholder involved

6%

5%
2%
5%
0%
4%
2%
2%
1%
1%

19%
6% 3%

Figure 10. Distribution of institutional stakeholders by sub-type

Most of the initiatives have no NGO involved as a stakeholder (see Figure 11). The prevalent non-governmental
stakeholder is academia, research and education (involved in 46 out of the 146 initiatives), followed by civilsociety organizations and media literacy NGOs. Gender equality, digital rights advocacy groups and consumer
associations are the least represented stakeholder. What is most striking as that gender-rights groups are
included in only 4 out of the 146 initiatives: 1 Bulgarian, 1 Croatian, 1 Polish and 1 Czech.
Academia, research, education
Consumer associations
Digital rights advocacy groups
Children rights associations

24%

22%

Gender equality rights advocacy groups
Media and information literacy NGO
initiatives
Other civil society organisations
Other

3%
4%
4%
2%

8%
18%

15%

No nongovernmental stakeholder
involved
Figure 11. Distribution of non-governmental stakeholders by sub-type

The fact that there is a concentration of stakeholder’s type within small number of initiatives, joined with the
fact that most of the initiatives (58%) are multi-stakeholder, implies that these efforts are probably undertaken
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by a single type of stakeholder and, depending on the openness, the activities are then distributed among more
stakeholders.

Regulatory analysis
Regulatory category: Regulatory initiatives
In order to investigate the extent to which there is a direct inclusion within an already established regulatory
framework, the initiatives were also analysed for the regulatory type they belong to (Self-, Co-, Statutory). Most
of the initiatives (~59.6%) are of non-regulatory type (these will be analysed in the next subsection). From Figure
12, we can see that Belgium and Poland have no initiatives of regulatory type, whereas in Croatia, UK, Germany
and Estonia they are only regulatory initiatives.
16
14
12
10
8
6
4
2
0

Total # of initiatives

Regulatory initiatives

Figure 12. Share of regulatory initiatives by country

From the regulatory initiatives, 42% are of the category Self-regulation, 41% Statutory regulation, 10% Coregulation and 7% have some other governance scheme (Figure 13a). Despite Belgium and Poland, which have
no initiatives of regulatory type, most of the countries have one or two regulatory types present (see Figure
13b). Slovenia, Greece, Romania, Cyprus and Estonia have only self-regulatory type of initiatives. Italy, France,
and Netherlands have only initiatives with statutory regulation. Ireland has only co-regulatory type of initiatives,
which is also noted in only a few other countries: Croatia, UK, Austria and Germany. Co-regulatory initiatives are
disproportionally less than the other types, which is to be expected, considering the skewed distribution of
industry stakeholders across individual organizations.
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Figure 13. Type of regulation: a) Overall; b) by country

Regulation of information disorder is still excluded from the general regulatory landscape, with the exception of
illegal and harmful content as an overlapping area with information disorder. In the cases where one can speak
of a regulatory effort in this regard, there are mainly self-regulatory initiatives implementing these practices and
principles. Of them, the share of those with corporate support is higher (59%) than the industry-supported (41%)
(Figure 14).

41%
59%
Corporate
Industry
Figure 14. Governance subtype for self-regulatory initiatives

Regulatory category: Non-regulatory initiatives
Overall, there is a diversity of non-regulatory initiatives addressing information disorder. Most of them (see
Figure 15a) are in the form of campaigns (21%) and fact-checking sites (18), closely followed by the resources
and networking platforms and end-user engagement initiatives (17% and 16%). Policy development initiatives
are least represented (in 12% of the cases), with many countries (Greece, Bulgaria, Austria, Hungary, Cyprus,
France, Poland, Germany, Sweden and Estonia) even completely lacking such initiatives (Figure 15b).
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Figure 15. Type of non-regulatory initiatives: a) Overall; b) by country

Although campaigns (as crucial for raising awareness) are the prevalent type of non-regulatory effort, some
countries (Cyprus, France and Sweden) still lack such initiatives. Campaigns usually combine awareness-raising
with a desired behaviour change. Thus, a campaign would usually have a specific ‘call to action’ (e.g. ‘Don’t share
too much online’ or ‘Know how to check the truthfulness of online information’). For greatest effectiveness and
efficiency in fulfilling the objectives, it is essential that campaigns are well coordinated though some networking
platform. These include online and offline forums and databases. However, many countries (like Bulgaria, UK,
Denmark, Hungary, France, Italy, Cyprus, Poland and Sweden) completely lack networking platforms. Taking into
account that there is a serious lack of initiatives with EU and European territorial scope, it is essential that
additional measures are taken for establishing more networking platforms that can effectively act in the
direction of coordinating the efforts among the activities addressing information disorder. The most distributed
non-regulatory efforts are the fact-checking sites, present across all EU countries and coordinated through the
Poynter International Fact-checking Network (IFCN)47.
Slovakia, Demark, Ireland, France, Poland, Germany and Sweden completely lack end-user engagement
initiatives. Thus, it is of no surprise that public awareness and stakeholders’ interest are reported as the top
challenges of the initiatives in these countries. Taking into account that that all countries have resourcesoriented non-regulatory initiatives (which include all the dissemination themed output related to a single

47

https://www.poynter.org/category/fact-checking/
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initiative), the coordination among resources and campaigns through networking platforms relies heavily on
end-user engagement for the success in fulfilling the objectives. End-user engagement includes grass-roots
projects that provide support and information to end-users via face to face contact, phone contact or online
contact. It is clear that immediate steps should be taken towards better civil engagement in the fight against
information disorder.
Fundamental rights addressed
As Figure 16a shows, the prevalent fundamental rights addressed through the initiatives’ actions were Freedom
of expression and Equality and Non-discrimination. Interestingly, these are also the rights that are usually
diametrically opposite and are thus often tackled simultaneously. This relatively equal share of activities around
the two rights can also be noticed in the distribution shown on Figure 16b, where it is visible that most of the
countries pay equal attention to FoE and non-discrimination. Exceptions are UK, Sweden, Estonia and
Netherlands, but this may also be due to the choice of initiatives represented in the data gathering process.

6%4%
7%

31%

Protection of
personal info
IPR

14%
14%

Equality and
NonDiscrimination
Rights of children

24%

Freedom of
assembly and assoc.
Other

Slovenia
Slovakia
Bulgaria
Greece
Croatia
Ireland
UK
Portugal
Denmark
Latvia
Belgium
Austria
Hungary
Czech Republic
Romania
Cyprus
Italy
France
Poland
Germany
Spain
Sweden
Estonia
Netherlands

FoE

9
8
7
6
5
4
3
2
1
0

FoE

Equality and NonDiscrimination

Figure 16. Fundamental rights addressed by the initiatives: a) Overall; b) Comparison of the most prevalent ones

Another possibility for these exceptions is that the initiatives have very limited set of objectives in their fight
against information disorder or that there is low awareness of how information disorder relates to fundamental
rights. In the latter case, that would indicate that there is a need for raising awareness of this important link.
Regulatory implications
The final point inspected in the contextual analysis are the regulatory implications of the initiatives actions:
Transparency and Accountability, showing whether an initiative addresses transparency and accountability as
part of its objectives.
As Figure 17a) demonstrates, transparency and accountability are embedded in the objectives of 56% of the
initiatives. However, the distribution by country (Figure 17b) shows that the distribution of these initiatives is
not uniform, and moreover, many countries completely lack initiatives concerned with transparency and
accountability (Austria, Poland, Spain, Sweden, Estonia, and to some extent Belgium, France and Netherlands).
Thus, the results indicate that there is a need for immediate action towards increasing the number of initiatives
dealing with regulatory implications in the fight against information disorder.
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Figure 17. Regulatory implications in the initiatives' objectives: a) Overall; b) by country
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Conception and Implementation
Empirical analysis
The theoretical baseline of the conception and implementation was broadly presented in D2.1. Here, we
introduce a more detailed analysis of the employment of technical means in the activities of the governance
initiatives, as well as the context of their implementation.
The conception and implementation part of the assessment tool represents an integrated criterion of the
following sub-criteria (Figure 18): Openness, Objectives, Monitoring and Evaluation, Financing scheme,
Transparency safeguards, Conflict resolution, Technology exploitation and Challenges.

Figure 18. Taxonomy of conception and implementation
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In this section we present the results obtained from the analysis of the data on Conception and Implementation
of the 146 initiatives.

Openness
As part of the analysis of the initiatives’ openness, the initiatives were assessed both for their openness to
multiple stakeholders, as well as for the actual involvement of multiple stakeholders in their conception and
implementation practices. To provide a holistic view on the interrelation between the openness and the
stakeholders, the analysis are joined with the contextual analysis on the stakeholders’ type (Industry, NGO,
Institutional) and category (Regulatory, Non-regulatory).
As presented in Figure 19, most of the initiatives (58%) involve multiple stakeholders in their conception and
actions, with a varying degree of involvement by country. Slovenia, Bulgaria, Belgium and Netherlands have the
highest ratio of multi-stakeholder involvement vs. overall number of initiatives, whereas Denmark, Slovakia,
Czech Republic, Italy and Germany have the lowest ration. Estonia has only single-stakeholder initiatives.
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Figure 19. Representation of multi-stakeholder initiatives a) Overall b) by country

Considering the fact that openness is among the key requirements for having good conception and
implementation principles and practices in place, it is also important to investigate whether the percentage of
stakeholder involvement may result from a potential non-openness of the initiatives, or is just an ad hoc effect
from the initial organizing efforts.
Figure 20 shows the actual openness of the initiatives towards a multiple stakeholders’ inclusion. Although the
majority of the initiatives (53%) are open for a multi-stakeholder concept, the number of closed initiatives is still
significantly high (Cyprus, France and Poland have only closed stakeholder initiatives). One interesting point to
note is that although the Slovakian initiatives are mostly single-stakeholder, this does not result from the closed
nature of the initiatives themselves. Hence, incentives for stakeholders’ inclusion would be beneficial for the
effectiveness and efficiency of these initiatives.
It is noteworthy that Cyprus, France and Poland reported no open initiatives, whereas in 10 more there are at
least 50% of initiatives that are not open to the multi-stakeholder idea. This peculiarity cannot be attributed to
a regional or contextual trait, as all these countries are geographically spread across EU. Raising public and
stakeholder awareness on the importance of openness and “multi-stakeholderism” can be a concrete measure
towards more open initiatives for information disorder governance.
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Figure 20. Openness to stakeholders a) Overall b) by country

Objectives
The purpose of this criterion is to assess whether well-defined and achievable objectives were formulated and
developed for the initiatives’ work. For most of them, a general goal was provided as some guiding principle. As
Figure 21 shows, the objectives were mainly defined in a clear and concise manner, both overall (in 88% of the
cases) and across countries. Some lack of concreteness was reported in Croatia, Italy, Cyprus, France and Poland.
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Figure 21. Clarity of objectives by country and overall
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Figure 22. Transparency and Accountability as initiatives’ traits: a) Overall b) by country

As Figure 22 reveals, transparency and accountability were part of the initiatives’ traits in only half of the cases.
What initiatives are most open about are their objectives, stakeholders and target audience (in ~89%, 68% and
64% of the cases, respectively), followed by Staff, Methodology and Financing scheme (in 58%, 43% and 42% of
the cases). The least available public information is the overall budget (available in only 19.8% of the cases).
Recalling that transparency and accountability were largely under-represented in the initiatives’ objectives (See
Figure 17), they should be a priority for the future interventions (both as traits and as regulatory implications).

Monitoring and evaluation (M&E)
The requirements for an appropriate monitoring system were not fulfilled in most of the cases, with a significant
number of initiatives that are lacking M&E system (Figure 23a). Some initiatives do have some kind of selfevaluation mechanism in place, but there are rarely means of monitoring progress, tracking impact and
measuring performance indicators.
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Figure 23. Monitoring and evaluation mechanisms and indicators a) Overall; b) by country

Furthermore, most of the initiatives that have proper M&E mechanisms in place are established in only a few
countries (Figure 23b), whereas in most of the countries the initiatives are lacking the necessary mechanisms for
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iterative improvement. Exceptions are Belgium and Austria (where all of the processed initiatives have M&E
indicators), Slovenia, Slovakia, Latvia and Spain.
This lack of a complete M&E system implies that there is lack of a systematic process for implementing
improvements. This has a serious impact on the sustainability of the initiatives’ work, and on the longer term
existence of the initiative, in general. However, despite the fact that iterative processes are not fully
implemented and functioning, they are not entirely lacking. A common trend among the initiatives in this regard
is relying on a scheme of stakeholder’s/public complaints as an indicator for compliance, as well as for identifying
key areas of non-compliance. Other approaches include regular meetings among the stakeholders to discuss the
performance of an initiative and the areas that are not functioning properly. However, to fully acknowledge such
efforts as part of a M&E system, they need to be transparent, which, currently, is not the common practice.

Conflict resolution mechanisms (CRMs)
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In most of the schemes, there is either no system for resolving disagreements, or information on the
implementation of such mechanisms is lacking (Figure 24a). The systems for resolving conflicts among and
processing complaints from stakeholders are rarely present, let alone in a formal manner. Only 7 countries
(Slovenia, Slovakia, Greece, Austria, Hungary, France and Germany) have initiatives with functional CRMs (see
Figure 24b).
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Figure 24. Conflict resolution mechanisms a) Overall b) by country

It is important to make a distinction between CRMs for the internal participants (stakeholders) and the
complaints procedures that exist for the external parties. The latter is analysed and discussed in the next chapter,
with the criteria for Enforcement and Complaint Resolution.

Financing scheme
Half of the reported type of financing of the initiatives is public and by international support programs (Figure
25a). Donations are the major source of financing (23%), with self-financing and memberships (8%) being an
important part of the financial share in which the fees to be paid are proportional to the stakeholders’ type, size
and engagement.
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Figure 25. Type of financing: a) Overall; b) By country.

Some initiatives also receive industry support or other form of irregular public financing. For 6% of the cases
information on the financing scheme was not available. These initiatives were mainly reported by Belgium and
Italy (Figure 25b). Although donations provide the greatest share of financing in general, the distribution country
shows that it is actually public funding and international support that are the prevalent funding sources (in 19
and 18 countries respectively, compared to 14 in which donations are employed). Clearly, most of the countries
have initiatives with more financing sources with varying levels of contributions by each source.
Finally, the majority of the initiatives do not have mechanisms safeguarding the transparency of their financing
(Figure 26a). Exception to this are the Slovenian and Austrian initiatives, who have fully implemented
mechanisms (Figure 26b). This result relates to the issue of a general lack of transparency. In that sense, it is
important to note that even the perceived lack of transparency safeguards may jeopardize the collaboration
among the stakeholders and undermine the public trust in the initiatives’ actions. This implies that actions for
improving transparency are not only immediate in terms of implementation time, but are also critical in terms
of impact.

48

Netherlands

Estonia

Spain

Sweden

Poland

Germany

Italy

France

Cyprus

Romania

Austria

Hungary

Belgium

Latvia

Denmark

UK

Portugal

Ireland

Greece

No

Czech Republic

Yes

Croatia

60%

Bulgaria

40%

Slovakia

No

Slovenia

Yes

16
14
12
10
8
6
4
2
0

Figure 26. Transparency safeguards a) Overall; b) by country

Technology exploitation
Employing technical means, which was analysed through the methodology piloted in the first phase, is one of
the criteria that required fine-tuning extent for the second phase. Therefore, it was extended with more granular
sub-criteria on: technology exploitation, concrete means employed and their context of implementation.
To recall, the results from the first phase showed that only 33% of the 71 initiatives analysed in the first phase
used technology in some aspect of their work, but almost all of them relied exclusively and heavily on human
expertise. The results from the second phase show staggering 72% out of the 146 initiatives do not employ
technology as part of their work (Figure 27a). Those that do, manly use some kind of monitoring or interaction
tools (Figure 27b). Most of interaction tools are used for dissemination, whereas the monitoring and evaluation
tools are implemented in the context of self-assessment or integrated in the methodology of work (e.g. for factchecking), as shown in Figure 27c.
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Figure 27. Technology exploitation: a) Overall use; b) Employed means c) Implementation context

In addition to the low technology exploitation, it is also important to note that the practices of using technology
are not distributed uniformly across all countries (see Figure 28). Moreover, initiatives in 11 of the 24 countries
rely exclusively on human effort and expertise. Coordination efforts are thus needed to fully exploit the existing
technological solutions, but also to bootstrap the creation of new and innovative tools. These tools may
represent independent solutions, but may also be used to facilitate the experts’ work.
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Figure 28. Technology exploitation by country

Challenges
Although the challenges reported by the initiatives should be part of the self-assessment mechanisms, they are
analysed separately as a potentially useful source of recommendations that may apply for the general case of
information disorder activities. As Figure 29 shows, insufficient public awareness is the major challenge the
initiatives are facing (reported in 39% of the cases).
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Other
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Figure 29. Major challenges in fulfilment of objectives

Lack of resources (prevalent in Greece, Latvia and Romania), insufficient stakeholder interest (prevalent in
Slovenia, Croatia, Hungary and Sweden) and lack of statutory support (prevalent in South-East and Central
Europe) is another set of important challenges.
As shown in Figure 30, insufficient public awareness is highest in Slovakia, Croatia and The Czech Republic. Nonregulatory initiatives for end-user engagement (which are completely lacking in Slovakia) can be used to act in
this direction. It becomes evident by now how data obtained in the study can be used to point to issues and
concrete recommendations that are also country-specific.
However, no challenge is separate from the others. For instance, acting in the direction of increasing public
awareness may largely affect the stakeholders’ interest and, with that, increase the possibility of resources to
be provided for the initiatives’ actions. This analysis helps to build a set of predictable challenges that would
support the actions of a risk-management plan of these initiatives. Furthermore, having a clear overview of the
challenges also helps to better align the initiatives’ objectives with their actions.
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51

Results and evaluation
Empirical analysis
This section identifies the outcomes of the initiative, its awareness-raising potential and its significance in terms
of human, social, technological, business, political and legal impact. The taxonomy of this process is shown in
Figure 31.

Figure 31. Taxonomy of results and evaluation

In this section, the analysis is presented upon the designed taxonomy. The Evaluation criteria is left out of the
analysis, as the piloting of the methodology in the first phase had shown that this part (although important)
should be performed by someone who is closely familiar with the context of implementation and operation of
the initiative, either in a process of self-evaluation or as part of an external audit. During the first phase of data
gathering, partners gathered data from their own countries, so they were more familiar with the general context.
In the second phase, this was not the case and if an evaluation was to be performed, it would have endangered
the reliability of the obtained data and results.

Impact
The types of impact of interest for this analysis are: human (e.g. raising awareness of individuals or protection
of individual rights); societal (e.g. affecting social solidarity, addressing security issues); technological (e.g.
endorsing or hindering innovation); business/market (e.g. creating market disruptions or market potential);
political (e.g. safeguarding democracy and public sphere, increasing trust in media, institutions, etc.) and legal
(e.g. improving legislation).
Figure 32 reveals that the initiatives mainly aim to make human, political and societal impact (in 29%, 26% and
24% of the cases, respectively), and less legal (9%), business/market (5%) and technological (7%) impact. Political
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impact, although the most spread across countries, is most pronounced in Slovakia and Greece, whereas the
human impact is uniformly distributed across all countries. These results are in line with the finding about lack
of technology exploitation, but it is counterintuitive to the fact that one of the main incentives for spreading
disinformation and misinformation is the monetary gain from ad-based marketing. Advertising had been
repeatedly proven to affect greatly market performance (Hamilton et al., 2009).
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Figure 32. Type of impact: a) Overall; b) By country

Among the 24 analysed countries, there are even such (Croatia, Denmark, Hungary, Cyprus, Italy, Poland and
Sweden) where no technological impact of the initiatives’ actions is envisaged whatsoever. Moreover, business
impact is lacking in more than half of the analysed countries. Considering the fact that the mechanisms for
tracking impact and progress through a monitoring and evaluation system are mostly lacking, we cannot rely on
these numbers as indicators for the actual impact, but they can be taken as a reference for the initiatives’
objectives. Hence, it can be claimed that there is little awareness among stakeholders of the interdependence
between information disorder and the technological trends that it dictates.
A similar line of discussion can be applied to the relatively low legal impact reported by the initiatives (noted in
9% of the cases). On the one hand, most of the initiatives have been largely affected by the political
developments in each of the countries (which in and of itself implies direct correlation with a country’s legal
system). On the other hand, the initiatives actions in the context of information disorder inevitably affect the
legal system and the regulatory landscape, often to the extent that it dictates the need for regulatory changes.
This, for instance, have been reported by the fact-checking organizations48.
What becomes clear from this analysis is that there is a strong interdependence among all of the criteria
investigated here. It is of paramount importance to determine these relations, but also to make the involved
stakeholders in the initiatives aware of the implications.

Dedicated methods for raising public awareness
Figure 33 shows that there is a plethora of methods employed by the initiatives for the purpose of raising public
awareness of the issue of information disorder. In line with the results for the type of impact, where legal impact

48

http://compact-media.eu/fake-news/
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was among the least realized, the policy development efforts are the least employed methods in the process of
raising awareness. In addition, research and innovation initiatives and publications are also among the least
employed methods (in 5% of the cases), which to some extent is counter-intuitive to the fact that Academia and
Research institutions are the most numerous among the stakeholders.
1%
9%
1%

10%

5%
12%

5%
12%

17%
10%
18%

Workshops and training
Public events
Dedicated website interactions
Social media
Campaigns
Promotion and Dissemination
Policy development
Provision of funding for activities
R&I initiatives and publications
Provision of resources
Other

Figure 33. Type of method employed for raising awareness

Social media and websites are the most widespread methods employed (18%). They are also present in all of the
countries and in almost all of the analysed initiatives. In addition to these virtual methods, organizing dedicated
public events (conferences, panels and roundtables) is the most employed and widespread “traditional” method
for awareness raising.
Recalling that a lack of public awareness is the main problem the initiatives are facing, it is reasonable to ask
whether this issue should be approached directly through the methods of raising public awareness or there is
an indirect way that might be more suitable. Considering the relatively uniform distribution of the employed
methods, this analysis indicates that the latter approach might be a more reasonable intervention choice.
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Enforcement and complaint resolution
Empirical analysis
This section is specifically addressing the initiatives from the regulatory, self-regulatory and co-regulatory
domain. As represented by the criterion’s taxonomy (Figure 34), it examines the enforcement measures,
approaches to dealing with complaints and the possibilities of redress and remedy.

Figure 34. Taxonomy of enforcement and complaint resolution

This section presents the results from the processed data and catalogues them in light of the enforcement
criteria outlined in the taxonomy. More in-depth analysis is performed with regards to the sanctioning
mechanisms employed in the operation of each of the initiatives.

Sanctions
Although many of the initiatives do have sanctioning mechanisms in place (see Figure 35a), there are countries
that completely lack initiatives with such mechanisms (see Figure 35b): Greece, Belgium, Poland and Estonia. On
the other hand, there are also countries where all self and co-regulatory initiatives have sanctioning mechanisms
in place: Slovenia, Slovakia, Denmark, Austria, Hungary, Romania and Germany. From the distribution across
countries, it can be concluded that most of the countries have very few initiatives with functional sanctioning
mechanisms, whereas most of the initiatives with functional sanctioning schemes are placed in only a few of the
EU member states. It would be interesting to investigate how the employment of sanctions depends on the
context (i.e. the country) of operation of the initiative and whether it is related to the potential for statutory
support of the initiatives in a particular country. This will partly be investigated in the next section (on Statutory
support), where the involvement of the State will be analysed across the 24 countries. However, an in-depth
study on this is out of the scope of the current report.
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Figure 35. Presence of sanctioning mechanisms: a) Overall; b) By country

Sanctions type
To gain insights into the type of the stakeholders’ involvement in the sanctioning procedures, Figure 36a shows
the results from the analysis of the types of sanctions issued within the initiatives that have such mechanisms
implemented. Naming & shaming and Warnings, which are the softest form of interventions, are the prevalent
practices (met in 32% and 25 of the cases, respectively), followed by Intervention in rights (19%) and Fines (15%),
i.e. financial sanctions. Mechanisms for criminal prosecution are available in only 2% of the cases, preceded by
Submission to a stricter regime (7%). This is largely due to the importance of reputation and a good public image;
publicizing a compliance breach can be very damaging to an industry or institutional stakeholder.
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Figure 36. Type of issued sanctions: a) Overall; b) By country.

As Figure 36b shows, sanctioning procedures through criminal prosecution are in place in only 2 of the 24
countries (Slovenia and France). The rest of the sanctioning practices are present with a more or less equal share
across EU: Warnings (in 15 countries), Intervention in rights (14), Naming & shaming and Fines (13 each). It is
also noteworthy that Greece, Denmark, Belgium and Estonia have no self and co-regulatory initiatives with
sanctioning mechanisms; there is only one type of sanctions in only one French initiative (Criminal prosecution),
which is also the case in Sweden, where a single initiative employs only Naming and shaming sanctions.
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It would be interesting to investigate the interdependence among these mechanisms in terms of how a change
in one type of mechanism affects the need to employ another type. For instance, if there is a threshold scheme
based on which each of these mechanisms are activated, it would be a valuable research to determine the factors
on which these thresholds depend. This is, again, context-dependent and would require a separate analysis for
each state and sector. Such analysis also requires a generic framework of interdependence factors to be
determined that hold for the general EU-case.
Sanctions’ issuer
In most of the cases, there is a self-regulatory body issuing the required sanctions (Figure 37). In addition, and
somewhat proportional to the number of regulatory initiatives, such interventions are also performed by the
regulator (in 22% of the cases) and the government (in 22% of the cases) and by a Judicial body (in 16% of the
initiatives). Only in 4% of the initiatives the sanctions are issued by a co-regulatory body with a domain of
operation related to the initiatives’ objectives.
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32%
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Figure 37. Body issuing the sanctions

The share of interventions by the government, regulator and by a judicial body significantly prevails over the
sanction issued by a self- and co-regulatory bodies. The presence of adjudicating bodies is usually expected in
schemes where complaint procedures are in place, especially for non-participants (stakeholders that are not
involved in the conception, but may be part of the activities run by the initiative). Therefore, it would be of
special interest to know the extent and nature of the initiatives’ complaints resolution procedures.

Complaints resolution
The number of initiatives where a complaint resolution system (CRS) is in place (see Figure 38a) is relatively small
(in 39%). The general distribution across countries (Figure 38b) shows that most of the countries have some
initiative with CRS, with the exception of Romania, Cyprus, Poland and Estonia, which have none. In contrast, all
initiatives in Slovenia, Portugal, Austria and Germany have CRS.
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Figure 38. Presence of complaints’ resolution mechanisms

Remedy and redress
The chance for remedy and redress (R&R) to users in the case of fundamental rights violation mainly is not
available, i.e. only 34% of the initiatives offer R&R (see Figure 39a). Furthermore, as Figure 39b shows, these
procedures are mainly present in a smaller subset of countries (7), whereas in 14 countries there is none or a
single initiative offering R&R procedure.
16
No

14

Yes

12
10
8
6
Yes

No

4
2

Netherlands

Estonia

Sweden

Spain

Poland

Germany

Italy

France

Cyprus

Romania

Hungary

Czech Republic

Austria

Latvia

Belgium

Portugal

Denmark

UK

Ireland

Greece

Croatia

Bulgaria

Slovakia

66%

0

Slovenia

34%

Figure 39. Procedures for remedy and redress

Taking into account the relatively low accountability level detected by this analysis, it comes as no surprise to
encounter a relatively dysfunctional scheme (overall) of remedy and redress throughout the initiatives on
information governance. This interdependence between the level of accountability and the chance of remedy
and redress is crucial to be recognized by the stakeholders, both the ones that are part of the initiatives’
conception and those that are non-participants, as influencing on the one criteria affects the trends of
development in the other. Finally, the strategies for dealing with remedies and redress should be transparent
and public, to the extent relevant for the public interest.
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Statutory support
Empirical analysis
This section is specifically addressing the initiatives from the regulatory, self-regulatory and co-regulatory
domain. It examines the modalities of the support of the initiative provided by the state or public authorities.
For that purpose, a taxonomy of statutory support is developed embedding all relevant criteria and sub-criteria
(Figure 40).

Figure 40. Taxonomy of statutory support

It is important to stress that any legal prescription of measures for combating information disorder largely
depends on the context of implementation and action of the individual initiatives. Hence, even for the individual
initiatives within a country there are specificities that cannot be captured by the taxonomy.

Formal recognition
As Figure 41a shows, 30% of the initiatives have been formally recognized by the State. This percentage,
however, speaks little of the impact and significance of that recognition, as the nature and the extent of
involvement of the State is very context-dependent: while in some cases it may provide incentives for
stakeholders’ involvement, in others it may represent a form of excessive state-meddling. In that sense, it would
be worthwhile to investigate if a generic set of common factors can be determined that is decisive for the
benefits of the State’s involvement in the particular context of information disorder. However, the State may as
well be an accelerator of the initiatives’ progress, especially in the context of market penetration.
The distribution by countries (Figure 41b) shows that in some of the countries (Slovenia, Slovakia, Greece,
Romania, Poland and Netherlands) statutory support is completely absent, whereas in other it is a significant
factor for the initiatives work (Ireland, UK, Portugal, Latvia, Austria, Hungary, Germany, Spain and Sweden). One
interesting observation is that the extent of state’s involvement can be clustered by geographic and contextual
regions.
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Figure 41. Number of formally recognized regulatory initiatives: a) Overall; b) By country

Incentives for participation
There are minimal to no incentives by the State for participation in the initiatives’ conception, implementation
and operation (Figure 42a). Only 7 of the 24 countries have initiatives in which the state acts enabling for the
stakeholders’ involvement (Figure 42b).
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Figure 42. Amount of incentives provided by the State: a) Overall; b) By country

The lack of transparency and accountability, the lack of formal recognition by the state, and especially the lack
of incentives for stakeholders’ inclusion are a set of interrelated criteria that directly affect the sustainability and
governance of the information disorder initiatives. Although statutory support is not a guarantee for good
performance, it can act as a guarantee for initiatives’ accountability level. In turn, greater accountability
increases initiatives’ trustworthiness, for the insiders, for the stakeholders contemplating involvement in the
initiatives, and for the outsiders. This, in turn directly affects the stakeholders’ interest (which is reported as a
challenge the initiatives are currently facing).
60

Supervision of the implementation
To inspect whether the current situation allows for the accountability guarantees discussed above, we analyse
the presence of supervision elements employed by the state that are related to the initiatives’ work. As Figure
43 shows, such mechanisms are rarely present in the (regulatory) initiatives, with only 19% being supervised in
some way. These are distributed across half of the countries to a different extent. This results only confirms the
low accountability level and lack of monitoring of the initiatives’ responsibility fulfilments.
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Figure 43. Level of supervision established by the State: a) Overall; b) By country

Legal consequences in case of unsatisfactory performance
To determine the type of the supervisory mechanisms and the extent to which they are employed in the
initiatives’ work, we analyse the legal consequences and the bodies responsible for implementing the
responsibility mechanisms. Most of the initiatives do not face legal consequences in the case of unsatisfactory
performance and mainly manage to resolve the issues within the frames of the initiatives’ strategy for conflict
resolution. Some of them, however, do have lay account to the state in some way, as they are being directly
supervised.
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Unlike the initiatives’ strategies to mainly use Warnings in the case of unsatisfactory performance, the state
employs a set of stricter methods, among which abolition and legal warnings are the most present, but also the
most widely accepted interventions across countries (Figure 44). Sanctions for rights and privileges are imposed
less often, presumably because in “lighter” cases of unsatisfactory performance the stakeholders are the ones
that resolve the issues through self-assessment and re-calibration of the implementation practices. Another
noteworthy result is that almost half of the 24 countries have no initiative that implements legal responsibility
mechanisms. Ireland, UK, Austria, Hungary and Germany implement a broader set of such mechanisms.
Implementers of the responsibility mechanisms
When initiatives face legal consequences, the relevant government bodies are the ones that most often engage
in the control of implementing the responsibility measures (Figure 45a). Adjudicating bodies and regulators are
engaged to a lesser extent in the process, and are present in only a few of the analysed countries (Figure 45b).
Often, although to a small extent, the EC, the funding institutions and the industry partners are the ones who
implement the responsibility mechanisms prescribed by the state.
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Figure 45. Implementers of the responsibility mechanisms: a) Overall; b) By country

The State as a financer
As Figure 46a shows, 36% of the regulatory initiatives receive some kind of financing through public funds.
Although the number of such initiatives is relatively low, they are widely distributed across EU (Figure 46b).
Slovakia, Romania, Poland and Netherlands reported no regulatory initiatives which receive public financing,
whereas Slovenia, Croatia, UK, Italy and Estonia have their regulatory initiatives fully financed by the state.
It is important to note that we are here analysing only the initiatives of regulatory type. Hence, this is not to say
that the State has not been financially involved in any effort for combating information disorder. As the analysis
on the Conception and implementation show, Slovakia’s initiatives do receive continuous public/State’s
financing, whereas Greece only receives irregular public funding.
The low inclusion of the state as a financier may also be directly related to the low state supervision of the
initiatives’ work. However, there is huge and direct benefit for the state from the proper accomplishment of the
initiatives’ goals that reach far beyond financial payoff. Policy shaping, better supervision of their
implementation and effectiveness, increased trust in the decision-makers are only a subset of the crucial factors
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for functioning democracy. Thus, the states involvement requires great revision and immediate actions to be
implemented, both through public policies, as well as through the initiatives internal codes of practice.
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Figure 46. Number of initiatives financed by the State: a) Overall; b) By country

Transparency
In addition to the lack of transparency for the general conception and implementation practices of the initiatives,
there is also a lack of transparency for the state’s involvement in the context of financing (Figure 47a). However,
this also appears to be country-specific, with transparency levels being high in half of the countries and low in
the other half (Figure 47b).
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Figure 47. Level of transparency of the State's involvement: a) Overall; b) By country

Finally, it is crucial to point out that the general lack of transparency of the initiatives’ work, as well as the lack
of transparency of the financing scheme also negatively influence the sustainability of the initiatives, but
moreover, they affect the validity of our analysis as well. However, the methodology (the conceptual and the
empirical frameworks) designed for this study allowed us to extract various interdependent criteria and factors
that may also be catalogued by a country-context as well. However, this is out of scope of the report.
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Key findings
In this section, we summarize the most important findings of the work on policies and regulatory frameworks,
categorized by the criteria of the conceptual framework.

Context assessment
-

The initiatives deal with a broad scope of issues related to information disorder governance, but they
have relatively low level of openness towards EU. Up to 69% are national and constrained to the territory
of their country, opposed to the 5% that are European.

-

Most of the initiatives have neither industry nor institutional stakeholders involved, although industry
in general is the prevalent stakeholder type (39%).

-

Academia, research and education are the most prevalent non-governmental stakeholder.

-

Gender equality activists, the digital rights advocacy groups and the consumer associations are largely
underrepresented: the gender-equality related groups are included in only 4 of the 146 initiatives.

-

Most of the initiatives (~60%) are of non-regulatory type.

-

From the regulatory initiatives, co-regulation is present in only 10% of the cases, with self- and statutory
regulation having equal share (41% and 42% each). The prevalent self-regulatory type is corporate selfregulation (59%).

-

Regulation of information disorder is excluded from the general regulatory landscape, with the
exception of illegal and harmful content as an overlapping area with information disorder.

-

Campaigns are the prevalent type of non-regulatory effort.

-

There is a significant lack of networking platforms and end-user engagement.

-

The fundamental rights that are most addressed are freedom of expression and the right to nondiscrimination, amounting to 55% from the entire set of rights analysed.

-

Transparency and accountability are largely disregarded, and their addressing is mainly countrydependant.

Conception and Implementation
-

Although the majority of the initiatives are open for a multi-stakeholder concept, the number of closed
initiatives is still significantly high.

-

The definition of the objectives is mainly done in clear and concise manner.

-

Transparency and Accountability are part of the initiatives’ objectives in half of the cases.
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-

Although the majority of the initiatives have some kind of feedback evaluation mechanisms in place,
there is often no system in place that specifically monitors the progress and the impact of the initiatives’
objectives and actions through indicators and targets for quantitative analysis.

-

In most of the schemes, there is either no system for resolving disagreements, or information on the
implementation of such mechanisms is entirely lacking. The systems for resolving conflicts among and
complaints from stakeholders are rarely present or formalized.

-

Most of the countries have initiatives with more financing sources with varying levels of contributions
by each source, Donations and International support being the prevalent (23% and 22%). However, the
majority of the initiatives do not have mechanisms safeguarding the transparency of their financing.

-

Employing technology, either as the main tool for carrying out the initiatives’ activities or as a facilitator
in their work, is very low. Only 23% of the initiatives use technology as part of their methodology, and
this is very country-specific.

-

Insufficient public awareness is the major challenge the initiatives are facing, followed by lack of
resources.

Results and evaluation
-

The type of the impact the initiatives are having is mainly Human and Political, and least Business/Market
and Technological;

-

In 7 countries no technological impact of the initiatives’ actions is envisaged whatsoever.

-

Business impact is lacking in more than half of the analysed countries

-

The policy development efforts are the least employed method in the process of raising awareness.
Research and innovation initiatives and publications are also among the least employed methods, which
is counter-intuitive to the fact that Academia and Research institutions are the most numerous among
the stakeholders.

Enforcement and complaint resolution
-

Most of the countries do not have sanctioning mechanisms in place. Naming and shaming are the
prevalent practice (32%), followed by Warnings (25%) and Intervention in rights (19%).

-

Mechanisms for criminal prosecution are available in only 2% of the cases.

-

In most of the cases, a self-regulatory body is the issuer of the necessary sanctions. The interventions by
the government and by a judicial body are also significant, accounting for more than a third of the cases.

-

Complaint resolution mechanisms are largely lacking (in up to 61% of the initiatives);

-

The chance for remedy and redress to users in the case of fundamental rights violation is not available
in most (66%) of the cases. This is also largely country-specific: some countries have initiatives with fully
implemented and functioning mechanisms for remedy and redress, whereas others have no initiative
with such mechanisms.
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Statutory support
-

30% of the initiatives have been formally recognized by the State.

-

There are rarely incentives (in only 11% of the initiatives) provided by the State for participation in the
initiatives’ conception, implementation and operation and this is mainly country specific: only 7
countries have initiatives with such incentives.

-

Supervisory mechanisms are rarely found in any of the initiatives.

-

Most of the initiatives do not face legal consequences in the case of unsatisfactory performance and
mainly manage to resolve the issues within the frames of the initiatives’ strategy for conflict resolution.
When they do, the responsibility mechanisms are mainly implemented by a government body.

-

The State appears as a financier in much more regulatory initiatives than the ones it gives a formal
recognition for. However, there is a significant lack of transparency for the State’s financial involvement.
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Recommendations
In this section, the recommendations that can be extracted based on the current dataset are categorized by
criteria and the type of stakeholder. The recommendations are also put in light of the fundamental rights and
the regulatory implications they are related to. This is the exhaustive set of recommendations we produced
based on the analysis of policies and regulatory frameworks within WP2.

Context assessment
-

Most of the initiatives have vaguely defined material scope, which prevents stakeholders to clearly
defined their points of action and their contributions to the objectives. This negatively affects the
stakeholder inclusion and the coordination efforts among the different initiatives at EU level. Therefore,
clear definition must be provided of the material scope of the initiatives.

-

Clearly, not all of the initiatives can be international, but at a country-level, it is desirable that there are
at least some initiatives that reach cross border and at the same time offer a networking platform that
would act as a hub for the national initiatives with the international ones. This directly affects the
effectiveness of the actions taken to combat information disorder.

-

Тhe small number of initiatives with statutory support does not imply lack of statutory support, if the
State’s involvement is done effectively and with well-distributed efforts adequate to the country’s
political and socio-economic climate. For this, more specific analysis should be made tailored to the
context of implementation of the regulatory practices.

-

For better effectiveness and efficiency, it is essential that Campaigns are well coordinated though
networking platforms. These include online and offline forums and databases. Taking into account that
there is a serious lack of initiatives with EU and European territorial scope, it is essential that additional
measures are taken for establishing more networking platforms that can most effectively act in the
direction of coordinating the efforts among the rest of the activities addressing information disorder.

-

The lack of coordination efforts may imply that the initiatives should also extend their set of objectives
to address any factor in fighting information disorder. More importantly, it suggests that the awareness
of how information disorder relates to fundamental rights is not explicitly considered by the initiatives
themselves. This calls for context-tailored activities for raising awareness about the important link
between fundamental rights and information disorder.

-

Although there are still no concrete regulatory frameworks directly aimed at fighting information
disorder in the analysed countries, the debates on this possibility are widespread and vigorous.
Regardless of whether an initiative belongs to a regulatory or a non-regulatory category, its objectives
and actions should be in line with the practices and principles of the phenomena intertwined with
information disorder for which some form of regulation is already in place. These are related, for
example, to the AMVSD, the GDPR, the e-Commerce directive, and other existing regulation that lies at
the intersection of media, technological advancements and public interests.

-

In addition to accounting for the public interests, it is crucial that the initiatives address the fundamental
rights that are directly related to the phenomenon of information disorder and make their stakeholders
aware of the overall set of rights that are in any way related to their objectives and actions. This is
especially important in the context of raising awareness.
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-

Recalling that the trustworthiness of the initiatives is directly related to their level of transparency and
their accountability, the results here are an indication that, by failing to consider these regulatory
implications, the initiatives undermine their own work. Even the best performance can be shadowed by
the lack of trust in an initiative’s work.

Conception and Implementation
-

The low openness of the initiatives points to the need for the envisaged actions to be openly prepared
to allow inclusion of any interesting party from any sector: public authorities, enterprises, legislators,
regulators and civil society. Despite having clear objectives, openness also relates to transparency in that
it enables a transparent and collaborative approach in developing the initiatives’ governance schemes.

-

In light of the previous recommendation, incentives for stakeholders’ inclusion should be provided for
better performance of the initiatives in terms of effectiveness and efficiency. The mere act of raising
public and stakeholder awareness can be a concrete measure in this direction. Such incentives can be
provided and maintained by each of the stakeholders: industry, institutional and non-governmental.

-

Considering that the results from the regulatory implications showed that Transparency and
Accountability were critical to address, adding them into the initiatives’ objectives is the necessary first
step towards communicating the intentions to the general public, but also towards creating a
sustainable commitment to the concerned stakeholders. Targets and indicators allowing for impact
evaluation should also be determined to support the objectives’ claims.

-

This lack of Monitoring and evaluation system implies that there is lack of a systematic process for
implementing any measures and improvements. This has serious impact on sustainability and on the
effectiveness of the initiatives actions, as even the perceived lack of transparency safeguards may
jeopardize the collaboration among the stakeholders and undermine the public trust in the initiatives’
actions. Monitoring should be conducted in an open and autonomous way and each stakeholder should
also monitor its own performance within the scheme against the objectives and the targets set.
Therefore, adequate performance indicators must be in place to also support the objectives and
principles, to facilitate the trust among the stakeholders and provide incentives for participatory
functioning of the mechanisms in general.

-

A monitoring framework or template should be commonly agreed to aggregate the results. The
monitoring results should be shared by each stakeholder, and then discussed and analysed by all
stakeholders in a way that is transparent and objective. As part of the monitoring and evaluation system,
it is important to have feedback mechanisms in place that will enable an iterative process of “learning
by doing”, but moreover, of “correcting by learning”. Such mechanisms will also improve the
accountability as part of the self-monitoring process for tracking progress.

-

Disagreements that may arise, either among participants or with other external parties should be
resolved effectively and timely. For this, confidentiality levels may be introduced so that each conflict
and disagreement receives the adequate attention with the priority it has into the entire working
process. Depending on the confidentiality and the privacy concerns, the procedures should be made
public and transparent, but it should also be processed through an adequate sanctioning scheme.

-

Any financial support should be made public. To maintain the public trust in the initiatives’ actions, and
with that – in the democratic processes the initiatives are supporting, proper transparency safeguards
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must also be in place as well. Providing the proof for and the benefits of having such safeguards helps
maintain the incentives for the stakeholder’s contributions on the long run.
-

Finally, the coordination among different initiatives is also important in the context of implementation
in order to fully exploit existing technological solutions, but also to bootstrap the creation of new and
innovative tools and increase the technological impact. These tools may represent independent
solutions, but may also be used to facilitate the work of the experts driving the major initiatives’ activities
and innovation efforts. They would improve the readiness of the initiatives to adapt to new
circumstances, enable interoperability with other solutions and fully exploiting the benefits of
technology from a connected pan-European network of systems. More importantly, this will allow to
assess and affect the probability and the types of the risks that any new developments may bring, as in
the case of the ongoing COVID-19 pandemic.

Results and evaluation
-

What becomes clear from this analysis is that there is a strong interdependence among all of the criteria
used to evaluate an initiative’s performance. It is of paramount importance to determine these interrelations, but also to make the involved stakeholders in the initiatives aware of the implications of this
inter-dependence, especially on the effectiveness and efficiency of the envisaged objectives and the
actions taken.

-

The stakeholders should regularly and collectively assess performance not only against output
commitments, but also in terms of impact. Thus, any short-fall of the collective efforts regarding the
expected impact, trace the scope to improve the efficiency or effectiveness of the action, and keep the
relevant participants and non-participant informed and aware. (Self)evaluation allows to assess whether
some actions may be concluded, improved or replaced. The evaluation systems themselves should
undertake regular assessments, recalibration, determining possible areas for improvement, as well as
broadening or limiting the set of impacts envisaged.

-

There is a pervasive problem in that the organizations’ monitoring and evaluation, when in place, are
mainly concentrated on expenditure, activities and outputs, but not on the effects and impacts of the
organizations’ work, e.g. on humans, society, environment, the socio-political system etc. Thus, tracking
impact is crucial for the process of performance evaluation. Having the proper tools for impact
assessment, in turn, contributes for the initiative’s long-term development and sustainability.

-

Recalling that a lack of public awareness is the main problem the initiatives are facing, it is reasonable
to investigate whether this issue should be approached directly through the methods of raising public
awareness or there is an indirect way that might be more suitable. Considering the relatively uniform
distribution of the employed methods for raising awareness, the analysis indicates that the latter
approach might be the more reasonable way to intervene. This is because, as a criterion, it does not
address only the public awareness of the issues the initiatives are dealing with, but also with the
principles and the methodology of work employed to reach the envisaged goals and the level of
engagement of the concerned stakeholders.

Enforcement and complaint resolution
-

It is of paramount importance to investigate the interdependence among the complaint and resolution
mechanisms in terms of how a change in one type of mechanism affects the need to employ another
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type. For this criterion, the presence and the type of the sanctions, as well as their enforcement practices
are examined. Graduated sanctions, which maintain an element of proportionality with the breach in
compliance, are usually considered to be an effective approach in enforcing a certain scheme. This is
context-dependent and demands for separate analysis for each state and sector. However, a generic
framework of interdependence factors may be determined that would hold for the general EU-case.
Such practices should also lead any potential step towards general policy creation, as they will directly
facilitate the graduated policy implementation approach.
-

The issuer of the sanctions should be compatible with and competent for the required intervention.
There can be no prescription in advance for the composition of these bodies. In fact, in the context of
information disorder governance, any potential prescriptions are yet to be decided, based on more
empirical study as the one performed in the current report. This also implies that any sanctioning
scheme should be subject of revision.

-

Complaints can come from both participants and non-participants. The procedure for submitting and
dealing with the complaints should be adequate to the types of the complaints and the stakeholders
submitting them. Independent assessment by non-participants should be provided to support the
trustworthiness (the integrity and confidentiality) of the process. Any such procedure should be made
without prejudice, and the outcome of it should be made public.

-

The interdependence between the level of accountability and the chance of remedy and redress is
crucial to be recognized by the stakeholders, both the ones that are part of the initiatives’ conception
and those that are non-participants, as influencing on the one criteria affects the trends of development
in the other. Methodological efforts should also be made for measuring the actual satisfaction with the
complaints procedure. This often requires employing customized technical solutions that would capture
the rate of resolution (number of complaints received versus number of complaints solved), the number
of appeals made against the decision for resolution and the general number of appeals is thought to
provide insight into the level of satisfaction with the system. Finally, the strategies for dealing with
remedies and redress should be transparent and public, to the extent relevant for the public interest.

Statutory support
-

The data speaks little of the impact and significance of the State’s recognition, as the nature and the
extent of involvement of the State is very context-dependent: while in some cases it may provide
incentives for stakeholders’ involvement, in others it may restrict the long-term development and
sustainability of the initiatives. In that sense, a broad and detailed investigation should be performed on
whether there is a generic set of common factors that is decisive for the benefits of the State’s
involvement in the particular context of information disorder.

-

The lack of transparency and accountability, the lack of formal recognition by the State, and especially
the lack of incentives for stakeholders’ inclusion are a set of interrelated criteria that directly affect each
other. For instance, even though statutory support cannot be a guarantee for the initiative’s’
performance, it can act as a guarantee for the initiative’s accountability level. Furthermore, greater
accountability may increase the initiatives’ trustworthiness, both for the stakeholders seeking for direct
involvement in the conception and implementation, as well as for the non-participants in the initiatives.
This, in turn directly affects the stakeholders’ interest (which is reported as a challenge the initiatives
are currently facing).
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-

Finally, the general lack of transparency of the initiatives’ work, as well as the lack of transparency of
the financing scheme do not only affect the validity of any analysis as ours, but they negatively influence
the sustainability of the initiatives themselves. This prevents the establishment of the initiatives as
trustworthy fighters against information disorder as the feedback mechanisms for facilitating the public
trust in the initiatives’ work are lacking. Based on the above, a general recommendation that can be
made for the State’s involvement is that it should not only be transparent, but also proportional to the
rest of the stakeholders’ responsibility and the risk-level brought by their actions.

Based on the above, the following stakeholder-specific recommendations can be extracted:

Industry stakeholders
-

Industry stakeholders should broaden the methodological means for approaching information disorder
issues. This includes relying on variety of experts from different fields and being open to employ novel
approaches, such as different types of computational analysis (semantic, machine learning, sentiment
mining, etc.). The latter even appears to be urgent, considering the limited, imperfect, slow and costly
human-based approaches to information and source verification, and, moreover, the emergence of
artificial intelligence techniques for information creation and distribution. This will also enable
addressing information disorder regardless of the content (text, video or audio) and the form.

-

Fact-checking and debunking activities, although helpful, do not solve urgent and persistent problems
with information disorder - there is a need for fundamental changes in the communication policies of
all industry stakeholders (e.g. causal explanations), educational policies (e.g. in media literacy curricula)
and in the regulatory policies and practices, in terms of raising awareness among stakeholders and in
terms of coordination efforts.

-

Although social platforms are used to promote and disseminate the work of the information disorder
governance initiatives, an interactive mode of promotion could be an obvious point where
improvements can be sought and achieved. This would help maximize the audience reach and
engagement, but moreover, it will increase the effectiveness of the awareness raising efforts, the
stakeholder and user engagement and the transparency of all those efforts.

-

There is a need for proper sustainability and business plans of the industry stakeholders. Rarely any
initiative claimed technological and market impact as a deliberate goal, let alone as part of the
objectives. Technology may imply proprietary software solutions, but also conceptual modelling and
governance methodologies for combating information disorder working together with humans or as a
stand-alone solution.

-

It would be useful to carry out in-depth performance assessment of all European information disorder
governance initiatives based on additional set of criteria/indicators, such as economic indicators (for
e.g. cost per output measurement can be at least indicative and potential revealing in this context) and
compile a generic set of indicators that are relevant for technological, socio-economic, political and
regulatory context.

Institutional stakeholders
-

The involvement of the State in the information disorder governance efforts is still found without an
explicit role defined for the particular context. There is only some concrete involvement in the context
of illegal and partially for harmful content, but not in the general context of information disorder where
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-

-

disinformation is the subtlest yet the most wide-spread phenomenon. Careful assessment should be
made on the aspects where the State can be included, which are not necessarily of regulatory nature.
For instance, providing incentives for stakeholders’ involvement and transparent inclusion in the
financing schemes are two obvious points where (depending on the particular context) the institutional
stakeholders can have crucial role in the combat against information disorder.
In the previous report we concluded that efficient and effective efforts for combating information
disorder may become part of some general set of cybersecurity measures. With the COVID-pandemic,
this proved to be the case. However, all implications of information disorder are still unknown in the
context of cybersecurity, as the human-factor introduces many unpredictable inter-dependencies.
Therefore, the regulatory approaches of the two domains should be well-coordinated, with well
analysed roles of all the stakeholders and actors in the regulatory landscape.
Considering the significance for the democratic processes and the direct effect on the public trust in the
political and socio-economic system, the governments would immensely benefit from the cooperation
with the efforts for combating information disorder, to the point that they can even be “incentivized to
incentivize” the initiatives that are at the core of the information disorder governance schemes. This
cooperation would create a self-sustainable scheme based on good faith and willingness to cooperate.
However, such scheme can only function if any point of institutional intervention is made in a public and
transparent manner, to extent that the general public is enabled to hold the institutions accountable for
their actions.

To this end, we can distil a general baseline, according to which it is important for the State’s involvement:
-

To encourage a particular economic activity through its fiscal policy where applicable;
To soften the legal consequences in the case of unsatisfactory performance for lower-risk actions;
To aid the openness of the initiatives toward trans-national and global developments trends;
To implement the relevant monitoring and evaluation mechanisms for all the aspects concerning its
involvement, especially in relation to the initiatives’ stakeholders;
To not hamper the innovation;
To not affect the initiatives’ trustworthiness.

In essence, the above relates to the proper implementation and functioning of the mechanisms for monitoring
and evaluation as a form of public auditing and accountability measure.

Non-governmental stakeholders
-

-

It may be necessary to engage external efforts in this process of raising awareness in order to give more
credibility to the information disorder governance initiatives and raise the publicity of the issues related
to tackling information disorder. At the same time, there is a need for a stronger and independent civil
society control within the mere process of monitoring and evaluation of initiatives’ governance. This
role, although informal, should be clearly defined and its importance for the longevity of any action
should be recognized in the awareness raising efforts.
Although the non-governmental sector in general is well represented among the stakeholders, the
specific types of NGOs are not equally represented. As the results showed, gender-equality and digital
rights representatives are almost completely lacking among the information disorder governance
initiatives. In this regard, in-depth and well-developed research results are needed on the assessment
of the points of action of these stakeholders. More specifically, the potential link between information
disorder and gender-issues should first be analysed and its implications on the policy creation should be
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-

-

determined. Such research is currently lacking, and it is a point where academia, civil-rights activists and
industry players can join forces to aid the future policies’ development.
In general, digital intermediaries’ private rules and accompanying enforcement processes, as well as
government-supported efforts by companies to self-regulate, should be compatible with human rights
norms. They should adhere to core principles of accountability, transparency and due process. Given the
transborder character of online services, stakeholders advocating online freedom of expression should
consider how to support and broaden global mechanisms that strengthen the incentives and capacity
for intermediaries to respect internet users’ rights, particularly in the area of self-regulation.
Carrying out fast-track, yet complex scientific performance assessments of all information disorder
governance initiatives based on alternative methodologies (possibly in comparison with other non-EU
initiatives) appears to be both desirable and efficient approach to dealing with emergent information
disorder issues. However, the academic peer review often takes long before being published and
considered as a relevant source of information. By that time, the research is already lagging behind the
current events, creating a huge gap between science, awareness raising efforts and policy shaping.
Hence, there is an urgent need for coordination of the timeframes between the various stakeholders
based on realistic expectations and performance metrics.
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Discussion
Information disorder integrates more areas of regulatory practices that in the online world are converging into
an interdisciplinary area in need for a common framework. This implies that, when speaking of a certain measure
to be taken, such as complaint mechanism, it can be expected that the same measure is treated differently
depending on the medium, the country, the sector it as observed in, the business perspectives it addresses, the
fundamental rights it relates to, etc. For the online environment, and in the social media context in particular,
different actions by different actors seen from a different context may even lead to requirements for
contradictory measures in a regulatory sense.
Most (if not all) of the criteria analysed in this study are highly context-dependent and the results obtained show
many country-specific traits. While we can discuss about the general implications of the results and extract
generic recommendations, concrete recommendations by country can be made only after carefully analysing a
specific issue within the context of implementation of the individual initiatives.
Although joining technology and human efforts is among the top priority recommendations for the information
governance disorder initiatives, any measures taken in that regard is to be adjusted to the context of operation
of the actors it applies to. While regular use of technical solutions may not work properly in some (e.g. specific
linguistic) contexts, if implemented and employed properly, they would dramatically increase the initiatives’
capacity and the possible impacts in many regards (e.g. real-time detection and warning, addressing various
processing aspects of different types of content, choose relevant information sources, engage wider audiences
and, with that, increase the awareness among stakeholders, effective risk-management, lifecycle management,
increased operation safety and security, etc.). The employment of technology would also enable greater and
better collaboration among the initiatives themselves, and would enable the exchange of best practices not only
through experience stories, but also through direct data and performance outputs. Finally, such solutions also
provide incentives for stakeholder and user involvement, increasing the effectiveness of the overall information
disorder governance process.
In addition to considering the employment of automated tools and services as part of the information disorder
governance process, revision of the employed tools at all levels is a crucial requirement for effective
performance, and raising awareness of these performance-related issues appears as a necessity on a European
level. Such requirements should also become part of the internal self-assessment procedures of the initiatives.
This, however, goes hand in hand with the requirement to implement systems for monitoring and evaluation of
objectives, performance and impact.
Having proper sustainability and business plans in place, information disorder governance initiatives can act as
stand-alone organization responsible for their own human capital. Through well-established policies of selfgovernance within the networks of related initiatives, they may even become part of a self-/co-regulatory effort
that may directly affect the regulatory landscape, the shaping of national policies and the implementation of
national security strategies. This, however, can only be achieved by bringing together in a transparent and
accountable manner the stakeholders from a diverse set of backgrounds and with various expertise. This will
bridge the gap between the initiatives’ objectives and the public understanding of those objectives, alleviating
one of the major problems these organizations are currently facing – insufficient public awareness.
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Conclusion
In the course of developing the general governance assessment methodology, we investigated the apparatus
and the guiding principles employed by the initiatives in their fight against information disorder. A framework
was developed that contains two parts: conceptual framework and empirical framework. This is an extension of
the existing standardized tool for policy evaluation based on the Principles for better self- and co-regulation.
146 initiatives in 24 EU Member States were evaluated upon the framework, producing a valuable database with
information and providing important insights into the information disorder governance and the possibilities for
improvement. On the one hand, this served as a proof of concept for the effectiveness of the developed
methodology; on the other hand, it allowed for the extraction of a set of recommendations based on the criteria
and the stakeholders identified for the context of information disorder in the converged social media world.
The development of this framework is made according to the principles determined by the more general
methodology for analysing information disorder governance initiatives for the purpose of policy development.
It is in a way a proof of concept for the generic nature of the developed methodology. From a systemic
perspective, this implies that a feedback loop is enabled between the generic framework for policy development
and the specific context of policy practices implementation. In that sense, the methodology represents a reverseengineering of the emerged regulatory efforts in order to define the set of factors and conditions that influence
the rise of information disorder governance initiatives.
The report puts forward two key messages for the discussion on information disorder governance. First, one
should look at the components of the governance systems in relation to the major goal, but also in relation to
the other components (in terms of interdependence). Second, policymakers should explore the existing rules
and policy options, as they seem fit to deal with several characteristics of information governance initiatives in
a time frame that matches the rapid development of the supportive technologies and the business models
envisaged by the stakeholders participating in the initiatives’ conception and operation.
Similarly, successful regulation (if there can be any) of the Internet and its emerging ways of social interactions
requires a high level of competence, expertise and awareness. With the digital transformation, what happens
on the Internet is what happens across the entire society. Therefore, the knowledge of how regulation and
governance can be best achieved is distributed across different segments of society and concerns the
representatives of governments, industry, the citizen action groups and the users themselves. Without multistakeholder involvement, no regulation on (or of) the Internet and no governance scheme can be successful and
effective. When structures or institutions for any aspect of Internet regulation are being designed, they should
follow the multi-stakeholder approach of governance that includes “governors” from different segments of
society, geographical regions, cultures, and genders without dominant actors.
With the aim of defining an information disorder governance system that will work on all levels of
communication (technical - embedded in the communication protocols between devices) or a higher level
(emerging as a result of the system entities’ behaviour, interfacing with the social and technical environment),
General systems’ theory provided us with a way of thinking in terms of system entities in mutual interaction.
Thus, the developed framework not only enabled analysis of the system entities according to the defined criteria,
but it produced a framework with a view on information disorder as a manifestation of the interactions among
those entities, rather than as a set of isolated phenomena. As a result, a taxonomy of information governance
systems was developed that serves as a reference model for regulatory analysis for the context of information
disorder in the converging social media world.
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Following this methodology, this report presented an exhaustive set of recommendations structured by criteria
and stakeholders, with emphasis on how they affect the short-term developments and the long-term
sustainability of the information disorder governance.
Finally, it is important to realize that the reliance on General systems theory in the design of the methodology
for this approach allows the same methodological steps and conceptual narrative to be employed for the analysis
of any type of stakeholder effort in the context of information disorder. Thus, one can analyse only the social
platforms (Facebook, Twitter, etc.) and their activities related to fighting disinformation through the same
criteria and sub-criteria presented in this report. Therefore, the purpose of this study was not to represent an
exhaustive set of all initiatives dealing with the elaborated issues, but to provide a toolset for meaningful
contextual analysis that can be performed by and communicated with people with no particular skills and
knowledge on regulation, technology and business models. The list of initiatives shown in the “Appendix: List of
the processed initiatives” should be thus considered as an open list of a wide variety of initiatives involved in
one or more aspects of combating information disorder.
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Appendix: List of the processed initiatives
Table 3. Complete list of processed initiatives on information disorder governance

Country
Slovenia

#
1
2
3
4
5
6
7
8

Slovakia

Bulgaria

1
2
3
4
5
6
7
8
9
1
2

3
4

Greece

5
6
1
2
3
4

Name of initiative
SEEDIG
Center za varnejši internet (Safer Internet Centre)
Društvo novinarjev Slovenije (DNS), Slovenian
Journalists' Association
various fact-checking initiatives led separately by
different media outlets
Danes je nov dan
Frenk
The South East European Network for
Profession-alization of Media (SEENMP)
Media for Citizens, Citizens for Media – Building
capacities of CSOs to advance Media and
Information Literacy in Western Balkans
#somtu
GLOBSEC Stratcom Programme
konspiratori.sk
demagog.sk
INFOKOMPAS
Sebavedome
Blbec.online
Slovak Security Policy Institute,
Antipropaganda.sk
Demagog.sk
FACT CHECK
CyberCrime - website for cybercrime
counteraction at Cybercrime Department –
General Direction "Combating Organized Crime",
Ministry of Interior, Bulgaria
Union of Bulgarian Journalists (UBJ) "No to Fake
News (the Wall of Shame) campaign
National Child Helpline 116111 at the State
Agency for the Protection of the Child
National Safer Internet Centre
Hack the fake news - Fake News hackathon
Vodafone advertising policy
Fighthoax.com
InVID: In Video Veritas - Verification of Social
Media Video Content for the News Industry
www.jaj.gr (Journalists About Journalism)
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5
6
7
8
9
10

Croatia

Ireland

UK

Portugal

1
2
3
4
5
6
1
2
3
4
1
2
3
4
5
1
2
3
4
5
6

Denmark

Latvia

1
2
3
4
5
1
2

Media Literacy Institute (MLI)
ellinikahoaxes.gr
Fackchecker.gr
Truly Media
TruthNest
Self-regulation framework and Codes of Ethical
Publishing by the Online Publishers Association
(ENED)
Faktograf
Croatian Personal Data Protection Agency
Ombudsperson for children
State Intellectual Property Office of the Republic
of Croatia
The Human Rights House Zagreb
Medijskapismenost.hr
Interdepartmental group on security of Ireland’s
electoral process and disinformation
Facebook Fake News Tips
MediaWise by safefood
DMINR
Dedicated national security communications unit
The Computational Propaganda Project
Internet Watch Foundation
House of Commons Select Committee Disinformation and Fake News Interim Report
Ofcom Report
Portugal Chapter of the Internet Society
(ISOC.PT)
Internet Segura
APDSI
ERC Portuguese regulatory authority for the
media
ANACOM
MILObs - Observatório sobre Média, Informação
e Literacia (Observatory on Media, Information
and Literacy)
Ytringsfrihedskommision
Exploring digital disinformation and its effects in
the 21th century
Detektor (tv-show)
TjekDet (Check It) - Mandag Morgen
How to spot fake news
Pilna Doma
The Baltic Centre for Media Excellence
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3
4

Belgium

Austria

Hungary

Czech Republic

5
6
1
2
3
4
5
6

1
2
3
4
5
1
2
3
4
5
6
1
2
3
4
5

Romania

6
7
8
9
10
11
1
2
3
4

Latvijas Drošāka interneta centrs (Latvian Safer
Internet Centre)
CERT.LV (The Information Technology Security
Incident Response Institution of the Republic of
Latvia)
Esi drošs!
Tīri fakti
Veriflix
Nieuws in de Klas (News in the classroom)
stopfakenews.be
Expert group on misinformation
Lie Detectors
Mediawijs - Vlaamse Kenniscentrum Digitale en
Mediawijsheid (Flemish Knowledge Centre for
Digital and Media Literacy)
Fakt ist Fakt
Quo Vadis Veritas Redaktions GmbH
Internet Governance Forum Austria (IGF Austria)
epicenter.works
DOSSIER Media
Álhírvadász - Fake news hunter
Urbanlegends.hu
The Internet Hotline of the National Media and
Infocommunications Authority
International Children’s Safety Service
Bűvösvölgy
Critical Thinking Magyar
Moje Evropa / My Europe think-tank and the
project European Myths
Kremlin Watch
faktus.info
https://manipulatori.cz
Centre Against Terrorism and Hybrid Threats Centrum proti terorismu a hybridním hrozbám
Čeští elfové Czech Elves
hoax.cz
Demagog.cz
Zvol si info
Jsme to my / Nadace OSF Praha. #jsmetomy
Fact Czech
Frontline Club Bucharest
Geeks for democracy
Factual
StopFakeNewsRO
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Cyprus

1
2

Italy

1
2

3
4
5
6
7
8
9
10
11
12
13

France

Poland

Germany

Spain

14
1
2
3
4
5
6
7
1
2
3
4
1
2
3
4
1
2
3
4
5

Media laboratories, social media and Photoshop
design
Terms of Use of the Social Media Platforms of the
Press and Information Office, Ministry of Interior,
Republic of Cyprus
Odiare ti costa (Facebook campaign)
AGCOM - Tavolo per la garanzia del pluralismo e
della correttezza dell'informazione sulle
piattaforme digitali
Bufale.net
Mappa dell’Intolleranza (Founder: Vox –
Osservatorio Italiano sui diritti)
Factcheckers
BUTAC
Il Disinformatico
Il Blog di David Puente
Valigia blu
Pagella Politica
No Hate Speech Italia
Basta Bufale
Amnesty International Italia - Task Force Hate
Speech
MEDICAL FACTS (di Roberto Burioni)
Anti-misinformation law
Décodex
Partnership with Facebook
CrossCheck -by Google- Backed by FB
20 Minutes Fake Off
Factual AFP
CheckNews.fr
ANTYFAKE
Humanity in Action Polska
FAKENEWS
DEMAGOG
CORRECTIV
FAKTENFINDER
Stiftung Neue Verantwortung (SNV)
Network Enforcement Act
El Objectivo com Ana Pastor
e National Office to Combat Hate Crimes
EducaInternet
Red.es
Instituto Nacional de Ciberseguridad
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Sweden

1
2
3

Estonia

Netherlands

TOTAL:

4
1
2
3
1
2
3
4
5
6

Swedish Civil Contingencies Agency (MSB) various initiatives
"Bamse" - famous Sweedish Cartoon teaches kids
about fake news
Pop-Up Newsroom during the 2018 general
elections in Sweden
Faktiskt.se
Media literacy for Estonian-speaking students
propastop
e-Estonia
blijf kritisch
Reclame Code
Niewscheckers
Raad vor de Journalistiek
Mediawijzer.net
Drog
146
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